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NUCLEAR  REGULATORY 
COMMISSION 

10  CFR  Parts  25  and  95 

Access  to  and  Protection  of  National 
Security  Information  and  Restricted 
Data 

agency:  Nuclear  Regulatory 
Commission  (NRC). 
action:  Final  rules. 

summary:  The  Nuclear  Regulatory 
Commission  has  issued  proposed  rules 
governing  access  to  and  protection  of 
National  Security  Information  and 
Restricted  Data.  When  former  Atomic 
Energy  Commission  regulations  were 
reissued  in  March  1975  by  the  Nuclear 
Regulatory  Commission,  rules  governing 
access  to  and  protection  of  the  National 
Security  Information  and  Restricted 
Data  were  not  included.  A  joint  Energy 
Research  and  Development 
Administration-Nuclear  Regulatory 
Commission  task  force  was  formed  on 
March  17, 1976,  to  propose  a  plan  of 
action  for  improving  the  control  and 
protection  of  nuclear  materials  at  NRC- 
licensed  fuel  cycle  facilities.  The  task 
force  addressed  the  current  status  and 
future  direction  of  physical  security 
protection  at  NRC-licensed  facilities 
possessing  formula  quantities  of 
strategic  special  nuclear  materials. 
These  rules  establi^  procedures  to 
facilitate  licensee  access  to  and 
protection  of  National  Security 
Information  and  Restricted  Data.  ' 
EFFECTIVE  DATE:  These  rules  become 
effective  May  19, 1980. 

Note. — ^The  Nuclear  Regulatory 
Commission  has  submitted  these  rules  to  the 
Comptroller  (Oneral  for  such  reviews  as  may 
be  appropriate  under  the  Federal  Reports 
Act,  as  amended,  44  U.S.C.  3512.  The  date  on 
which  the  reporting  requirements  of  these 
rules  become  effective,  unless  advised  to  the 
contrary,  accordingly  reflects  inclusion  of  the 
45-day  period  which  that  statute-allows  for 
such  review  (44  U.S.C.  3512(c)(2}]. 

FOR  FURTHER  INFORMATION  CONTACT: 

Mr.  Raymond  J.  Brady,  Director, 

Division  of  Security,  Office  of 
Administration,  U.S.  Nuclear  Regulatory 
Commission,  Washington,  DC  20555, 
(301)  427-4472. 

SUPPLEMENTARY  INFORMATION:  In  the 
July  2, 1979  issue  of  the  Federal  Register 
(44  FR  38533),  the  Nuclear  Regulatory 
Conunission  published  a  notice  of 
proposed  rulemaking  establishing 
procedures  to  facilitate  licensee  access 
to  and  protection  of  National  Security 
Information  and  Restricted  Data. 

Interested  persons  were  given  until 
August  31, 1979,  to  submit  written 
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comments  regarding  the  proposed  rule. 
All  comments  received  were  carefully 
considered.  Written  comments  received 
pmsuant  to  that  notice  are  available  at 
the  NRC’s  Public  Document  Room,  1717 
H  Street,  NW.,  Washington,  DC  20555, 
(301)  634-3273. 

Summary  of  Comments  Received  and 
Responses 

The  following  comments  resulted  in 
changes  to  the  proposed  rules  and  have 
been  incorporated  into  the  final 
versions: 

One  commenter  did  not  understand 
why  in  §§  25.13  and  95.13,  only  certain 
records  concerning  personnel  security 
access  authorizations  and  security 
facility  approvals  were  subject  to 
review  and  inspection  during  security 
surveys.  Tha  suggestion  to  delete  the 
words  "certain  of’  from  each  section 
was  adopted. 

One  commenter  indicated  that  .§  25.21 
did  not  establish  a  time  frame  for 
notification  of  developments  which  bear 
on  continued  eligibility  for  access 
authorization.  A  revision  has  been  made 
which  inserted  the  word  “promptly” 
between  the  words  “be”  and  “notified.” 

One  commenter  suggested  that  the  60- 
day  period  mentioned  in  §  25.33(a)(2)  is 
excessively  short  and  should  be,  as  a 
minimum,  extended  to  90  days.  The 
suggestion  to  extend  this  period  to  90 
days  has  been  adopted. 

One  commenter  suggested  that  the 
definition  of  “Combination  Lock,”  §  95.5, 
be  more  precise  and  offered  “The  lock 
shall  meet  the  Group  1  or  Group  IR 
combination  lock  requirement  of  UL 
Publication  No.  768.”  The  su^estion  to 
modify  the  definition  of  “combination 
lock”  has  been  adopted. 

One  commenter  suggested  that  the 
alarming  requirements  for  a  “vault-type 
room,”  §  95.5,  appeared  excessive 
compared  to  the  consequence  of  theft 
and  further  asked  whether  valid  entries 
were  meant  to  generate  alarms.  The 
definition  of  vault-type  room  has  been 
changed  to:  A  vault-type  room  is  one 
that  has  a  combination  lock  door  and  is 
protected  by  an  intrusion  alarm  system 
which  alarms  upon  the  unauthorized 
penetration  of  a  person  anywhere  into 
the  room. 

One  commenter  indicated  it  was  his 
understanding  relative  to  §  95.25(i),  that 
“containers”  will  have  combination 
locks,  not  keys.  The  following  phrase 
was  deleted  “  *  *  *  on  containers 
holding  classified  matter  or  *  *  *  ” 

One  commenter  on  §  95.37(i)  advised 
that  the  Information  Security  Oversight 
Office  (ISOO)  Directive  No.  1,  Section  V, 
requires  that  anonymity  of  the 
challenger  of  the  propriety  of  a  given 
classification  be  preserved  on  request.  A 


revision  of  this  section,  which  added  the 
following  sentence  after  the  first 
complete  sentence,  has  been  made: 
“Whenever  requested,  this  challenge  of 
classification  marking  shall  be  handled 
in  a  manner  which  will  assure  the 
anonymity  of  the  challenger.” 

One  commenter  found  the  tone  of 
S  95.59,  “The  Commission  may  make 
such  inspections  and  surveys  of  the 
premises,  activities  *  *  *”  too 
permissive.  The  commenter  believed 
security  inspections  should  be 
conducted  on  a  reciuring  basis  for  all 
cleared  licensed  facilities  handling 
classified  material  to  ensure  compliance 
with  the  Atomic  Energy  Act  of  1954,  as 
amended,  E.0. 12065,  and  the 
Commission’s  rules.  The  commenter  also 
offered  his  thoughts  on  the  purposes  for 
and  the  benefits  received  from  such 
inspections.  This  section  was  revised  as 
follows:  “The  Commission  shall  make 
inspections  and  surveys  *  *  *  to  effect 
the  purposes  of  the  Act,  E.0. 12065,  and 
Commission  rules.”  NRC  procedures 
provide  for  recurring  periodic  surveys 
for  the  very  purposes  mentioned  by  the 
commenter. 

As  a  result  of  further  review  by  the 
NRC  staff,  the  following  significant 
change  was  also  made:  In  |  95.37(a)  the 
following  statement  was  added:  “Such 
marking  of  information  shall  be  in 
compliance  with  NRC  classification 
guidance  found  in  the  NRC 
Classification  Guide  for  Safeguards 
Information,  Appendix  A  of  this  part 

In  addition  to  the  comments  that 
resulted  in  changes  in  the  proposed 
rules,  a  niunber  of  other  issues  were 
raised  which  resulted  in  no  changes  but 
which  warrant  discussion  and 
explanation  as  follows: 

One  commenter  noted,  relative  to 
§  25.17  (b  and  c),  that  if  ^e  NRC  is  going 
to  accept  the  investigations  and  reports 
of  other  Federal  Government  agencies  in 
lieu  of  complete  new  investigations  for 
current  access  authorization  holders, 
then  the  submittal  of  an  abbreviated 
personnel  security  packet  should  be 
permitted  to  reduce  the  burden  and  cost 
of  supplying  a  packet  as  outlined  in  this 
section.  The  NRC  may  accept  the 
investigations  and  reports  of  other 
Federal  Government  agencies  for 
current  access  authorization  holders 
whenever  the  investigation  is  five  years 
old  or  less  and  the  scope  of  the 
investigation  meets  the  criteria  for  the 
level  of  clearance  requested.  Individuals 
falling  within  this  category  will  be 
granted  an  NRC  access  authorization 
providing  no  unresolved  derogatory 
information  has  been  added  to  their 
existing  security  file  and  no 
questionable  information  is  contained  in 
the  security  packet  which  they  submit.  If 
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an  access  authorized  individual’s  last 
investigation  is  more  than  five  years  old, 
a  determination  in  accordance  with 
accepted  personnel  security  procedures 
will  be  made  as  to  whether  any 
supplemental  investigation  is  necessary. 
While  revisions  to  various  forms  are 
contemplated,  a  standard  NRC  security 
packet  consists  of  the  forms  outlined  in 
§  25.17(c].  This  standard  packet  is  being 
requested  from  each  individual  to  avoid 
the  confusion  inherent  in  having  an 
individual  attempt  to  determine  which 
set  of  forms  to  complete.  Hiis  will  also 
eliminate  any  need  for  going  back  to  an 
individual  a  second  time  for  additional 
information.  It  has  been  estimated  that 
approximately  1.5  to  2.0  hours  would  be 
required  to  complete  this  standard  forms 
packet 

One  commenter  recommended  that 
the  term  “immediately”  in  §  25.33(b)  and 
the  term  "promptly”  in  §  25.33(c)  be 
defined.  These  two  terms  are  used 
throughout  NRCs  management 
directives  applicable  to  direct  NRC 
employees  and  NRC  contractors 
handling  classified  information.  In  each 
case,  notification  should  occur  within 
one  or  two  working  days  of  the  incident 
which  precipitates  the  notification 
action.  Since  other  events  and  tasks, 
perhaps  of  higher  priority,  woiild 
prevent  immediate  notification,  it  is 
NRC’s  intention  not  to  prescribe  a 
requirement  which  the  licensee  may 
violate  due  to  circumstances  beyond  his 
control. 

Two  commenters  recommended  that 
§  25.37  include  procedures  to  provide  for 
visits  with  much  shorter  than  15-day 
notification  periods  to  cover  unusual 
situations  and  for  multiple  visits  within 
an  extended  period  of  time.  Certain 
facilities  outside  of  NRC’s  control 
require  the  15-day  notification. 
Emergency  procedures  exist  in  some 
areas  which  provide  for  visits  with  a 
shorter  than  15-day  notification  period. 
When  such  advance  notice  is  not 
possible,  but  the  NRC  Form  277  has 
been  received  by  the  Division  of 
Security,  the  visit  may  be  processed 
telephonically.  However,  telephonic 
notifications  of  visits  increase  the 
probability  of  errors  and  the  likelihood 
that  the  visit  request  will  not  be 
properly  processed.  Additionally,  it 
increases  the  administrative  effort  of  all 
concerned  in  the  processing  of  the  visit 
These  procedures,  and  others  which 
provide  for  multiple  visits  within  an 
extended  period  of  time,  will  be  covered 
in  more  detail  in  an  NRC  regulatory 
guide  for  protection  of  classified 
information  and  matter  which  is 
currently  being  written. 


One  commenter  believed  the  scope  of 
Part  95  as  reflected  in  S  95.3  and  the 
application  of  Part  95  as  defined  in 
S  95.15(a)  are  potentially  enormous  in 
breadth  and  ui^ged  that  the  regulations 
more  specifically  identify  the  kinds  of 
persons  affected  and  at  what  stage  in 
the  licensing  process  they  become 
subject  to  the  Parts.  The  emphasis  or 
direction  of  the  scope  described  in  §  95.3 
is  aimed  at  those  individuals  who 
require  access  to  NRC  dassified 
information,  either  National  Security 
Information  or  Restricted  Data.  If  this 
"need-to-know”  principle  has  been 
established,  and  if  personnel  at  a  facility 
need  to  use,  process,  store,  reproduce, 
transmit  or  handle  classified 
information,  then  Part  95  provides  the 
mechanism  by  which  the  fadlity  can  be 
approved  by  NRC  to  meet  these  needs. 
NRC  will  not  attempt  to  apply  these 
provisions  “across-the-boa^”  to  all 
licensees  and  others  regulated  by  the 
Commission,  but  rather  will  (1)  respond 
to  a  request  fit)m  those  indicating  a 
future  need  for  access  to  NRC  dassified 
information  and  (2)  request  those  who 
will  possess  NRC  classified  information 
(based  on  the  new  NRC  safeguards 
classification  guide)  to  adhere  to  the 
provisions  of  ^s  part  It  is  estimated 
this  latter  area  (i.e.,  those  facilities 
possessing  nonself-protecting  formula 
quantities  of  SSNM)  indudes 
approximately  sixteen  facilities  (light 
water  reactors  are  not  included  within 
the  scope  of  the  classification  guide). 

The  words  "*  *  *  licensee,  or  other 
person  who  has  a  need  *  *  *  in 
connection  with  Commission  related 
activities  *  *  *”  in  95.15(a)  is 
purposefully  broad  to  permit  the 
justifiable  application  of  this  Part  to 
other  support  businesses  or  facilities 
(i.e.,  a  licensee  contractor)  which  may 
not  be  licensed  by  NRC,  but  which 
require  access  to  NRC  dassified 
information.  The  provisions  of  this  Part 
become  applicable  when,  and  only 
when,  the  licensee  or  other  activity  has 
indicated  a  need  to  use,  process,  store, 
reproduce,  transmit  or  handle  NRC 
classified  information. 

One  commenter  recommended  that 
the  definition  of  a  safe,  S  95.5,  be  written 
to  comply  with  the  publication  of  new 
UL  spedfications  sledded  to  be 
effective  on  january  31, 1980,  indicating 
that  new  specifications  will  provide  for 
"equivalent”  resistance  to  steel.  Most  all 
facilities  affected  by  these  parts 
currently  possess  security  containers  as 
defined  in  §  95.5  and  will  be  able  to 
comply  with  its  provisions.  Section  95.5 
provides  for  the  use  of  other 
repositories,  such  as  those  noted  by  the 
commenter.  which  in  the  judgment  of  the 


Division  of  Security  would  provide 
comparable  physical  protection. 

One  commenter  recommended  that 
the  terms  “immediately”  and  “promptly” 
in  S  95.21  be  defined.  'The  discussion 
above  relative  to  8  25.33  applies  here. 

One  commenter  suggested  that  the 
requirement  for  NRC  approval  of 
intrusion  alarms  as  reflected  in 
§  95.25(aXl)  seemed  unnecessary.  Since 
alarm  systems  vary  in  quality  and 
effidency  over  an  enormous  range,  NRC 
reserves  the  right  to  ensure  the  system  is 
adequate. 

One  commenter  pointed  out  that 
§  95.25(h)  seemed  to  require  a  report  to 
the  NRC  every  time  an  unattended 
security  container  is  found  open  and, 
similarly,  that  §  95.57  required  that  all 
“infiractions”  (defined  to  mean  acts  or 
omissions  involving  failure  to  comply 
with  NRC  security  regulations)  be 
“immediately”  reported  to  NRC.  This 
commenter  and  one  other  believed  it 
was  imperative  that  some  kind  of  “rule 
of  reason”  be  incorporated  into  the 
proposed  regulations  to  avoid  the 
suffocation  in  an  ocean  of  paper 
resulting  from  minor  infractions  where 
security  is  not  breached.  Minor  or  major 
security  infractions  will  not  occur 
frequently  if  affected  individuals  and 
facilities  adhere  to  proper  security 
procedures.  If  those  in^viduals  affected 
by  these  Parts  frequently  leave  safes 
open,  leave  documents  imattended,  or 
allow  unauthorized  access  to  classified 
information,  NRC  certainly  wants  to  be 
aware  of  the  situation  and 
circumstances.  These  same  reporting 
requirements  apply  to  NRC 
Headquarters  and  Regional  Offices  as 
well  as  all  other  NRC  contractors  which 
handle  NRC  classified  information. 
Experience  has  shown  this  does  not 
result  in  unmanageable  or  burdensome 
reporting  or  paperwork. 

One  commenter  questioned  why 
individuals  authorized  access  to  a 
security  area  (§  95.29)  shall  be  issued  a 
badge  onJy  “when  the  number  of 
employees  assigned  to  the  area  exceeds 
30  per  shift”  and  desired  to  know  the 
rationale  for  not  issuing  badges  to  a/7 
such  individuals.  It  has  been  NRC’s 
experience  that  less  than  30  individuals 
per  shift  requiring  access  to  a  security 
area  can  be  physically  recognized  and 
identified  by  the  individual  controlling 
access.  A  printed  roster  of  30 
individuals  or  less  has  proven  to  be  an 
efficient  and  effective  control  device. 

The  manufacturing  cost  of  30  or  less 
unique  identification  badges  or  the 
alteration  of  existing  plant  or  company 
badges  would  be  bu^ensome.  The 
provisions,  as  stated,  conform  to 
approved  existing  procedures  relative  to 
NRC  contractor  dassified  operations. 
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Relative  to  $  95.33,  one  commenter 
noted  that  the  security  education 
program  should  include  alerting 
participants  to  the  dangers  of  sabotage 
and  espionage  and  to  suggest  preventive 
measures  which  a  licensee  may  adopt  ta 
avoid  such  dangers.  This  commenter 
specifically  asked  whether  NRC 
provided  guidance  for  the  security 
education  program  established  and 
maintained  by  the  licensee  and  whether 
the  final  program  was  subject  to  NRC 
approval.  Hie  NRC  Division  of  Security 
will  provide  guidance  for  licensee 
security  education  programs. 

Items  such  as  those  mentioned  by  the 
commenter  shall  be  incorporated  into 
their  programs.  An  NRC  regulatory 
guide  for  the  protection  of  classified 
information  and  matter  which  identifies 
these  elements  of  a  good  security 
education  program  is  being  prepared  for 
licensees.  A  licensee’s  security 
education  program  and  the  records 
maintained  to  support  it  are  reviewed 
and  subject  to  NRC  approval. 

One  commenter  believed  that  more 
detail  and  guidance  were  needed 
concerning  the  handling  and 
classification  of  material  originated  by 
licensees  and  applicants.  He  further 
suggested  that  the  procedure  for 
classification  described  in  95.37  would 
require  much  additional  correspondence 
if  implemented  as  written,  and  would  be 
very  time-consuming  and  inefficient 
This  commenter  who  is  not  affected  by 
these  Parts  misunderstood  the  definition 
and  application  of  the  term  “Restricted 
Data.”  He  mistakenly  believed  his 
facility  possessed  large  amounts  of  such 
material.  True,  if  he  or  his  facility  were 
affected,  it  would  result  in  additional 
correspondence,  but  not  to  the  extent  it 
would  be  time-consuming  and 
inefficient.  A  licensee  official  may  be  an 
NRC  authorized  derivative  classifier. 

This  would  eliminate  much  of  the 
required  correspondence.  The  handling 
and  classification  procedures  parallel 
the  Department  of  Eneigy  (DOE) 
procedures  covering  such  material. 
Additionally,  a  safeguards  classification 
guide.  Appendix  A  of  Part  95,  and  an 
NRC  regulatory  guide  for  the  protection 
of  classified  information  and  matter  will 
provide  most  of  any  additional  detail 
and  guidance  which  may  be  necessary. 

Another  commenter,  addressing 
§  95.37,  believed  this  section  would 
require,  or  at  least  authorize, 
classification  markings,  at  variance  with 
those  required  by  the  DOE  under  10  CFR 
795.32  (although  they  appear  to  be 
consistent  with  DOE’s  Appendix  2105). 

He  believed  this  raised  the  possibility 
that  certain  documents  subject  to  Part  95 
might  have  two  sets  of  classification 


stamps  applied  to  them.  Since  the  DOE’s 
and  ^C’s  Restricted  Data  handling  and 
classification  procedures  are  consistent 
or  the  same,  there  should  be  no  variance 
in  the  application  of  markings  and 
classification  stamps  in  this  area.  Since, 
however,  DOE’s  Part  795  pertains  only 
to  Restricted  Data,  while  NRC’s  Part  95 
pertains  to  Restricted  Data  and  National 
Security  Information,  there  are 
additional  authorized  classification 
markings  for  this  type  of  information. 
These  markings  are  not  at  variance 
with,  but  are  in  lieu  of  or  in  addition  to, 
the  markings  for  Restricted  Data. 

One  commenter  noted  that  the 
classification  marking  required  by 
S  95.37(e)(2)  is  not  provided  for  in 
Executive  Order  12065.  The  commenter 
stated  that  this  marking  (required  under 
the  former  Order)  was  eliminated  fi*om 
E.0. 12065  because  it  was  considered 
superfluous.  The  NRC  Division  of 
Secmity  recognizes  that  E.0. 12065  does 
not  provide  for  this  marking.  However,  it 
conversely  does  not  preclude  its  use. 
Based  on  NRC  Manual  Chapter  and 
Appendix  2101,  Part  III  and  NRC 
Bulletin  2101-11,  this  marking  has  been, 
and  is  being,  used  within  the  NRC.  It  is 
necessary  to  maintain  consistency 
between  Part  95’s  application  and 
internal  NRC  classification  procedures 
and  markings.  Therefore,  no  revision  or 
change  is  recommended  for  this  section. 

One  commenter  did  not  understand 
the  meaning  in  §  95.39(b)(3)  of  the 
expression  “that  the  outer  envelope 
*  *  *  shall  contain  the  addressee’s 
classified  mail  address.”  The 
commenter  believed  this  was  a 
typographical  error  since  no  classified 
i^ormation  shall  be  affixed  to  the  outer 
envelope.  The  commenter 
misimderstood  the  definition  of 
“classified  mail  address”  as  found  in 
§  95.5  which  indicates  this  is  an  address 
to  which  classified  information 
(contained  in  an  inner  envelope)  may  be 
sent.  The  address  itself  is  not  classified, 
but  represents  a  location,  approved  by 
NRC,  to  which  classified  information 
can  be  sent  with  the  assurance  that  it 
will  be  received  by  properly  cleared 
individuals. 

Two  commenters  felt  the  provision  of 
S  95.57  to  submit  a  report  whenever  a 
classified  document  was  generated, 
destroyed  or  had  its  classification 
changed  was  unnecessary.  One  of  the 
two  commenters  did  not  believe  the 
distinction  among  “originated,” 
“generated,”  and  “reproduced”  was 
clear.  More  specifically,  this  commenter 
was  uncertain  whether  a  document 
would  be  “generated”  for  the  purposes 
of  S  95.57  if  it  were  derived  from 
information  made  available  to  them 


under  the  Access  Permit  Program 
administered  by  DOE.  The  requirements 
to  submit  a  report  whenever  a  classified 
document  is  generated,  destroyed  or  has 
its  classification  changed  stems  from 
Section  S-202rh)  of  Executive  Order 
12065.  Throuxh  this  Section,  the 
Information  Security  Oversight  Office 
(ISOO),  GSA  has  identified  the 
minimum  data  necessary  to  fulfill  its 
oversight  responsibility  of  ensuring 
effective  implementation  of  the 
Govemmer.t’s  information  security 
program.  It  also  uses  such  data  to  keep 
the  President  informed  on  the  status  of 
the  implementation  of  E.0. 12065.  Such 
reports  and  records  must  be  forwarded 
to  NRC  fi*om  those  affected  by  Part  95  in 
order  to  fulfill  this  requirement.  NRC  in 
turn  consolidates  these  reports  and 
forwards  data  to  ISOO.  These  reports 
also  serve  as  the  basis  for  NRC’s  own 
classification  appraisals  required  by 
NRC  management  directives.  Although 
only  the  word  “generated”  is  used  in 
S  95.59,  the  words  “generated”  and 
“originated”  are  synonymous.  They  are 
used  to  indicate  papers  or  documents 
which  are  newly  prepared,  written  or 
created;  papers  or  documents  which  did 
not  previously  exist  in  that  form. 
“Reproduce”  means  a  physical 
duplication  or  exact  copy  of  papers  or 
dociunents  which  were  previously 
“generated”  or  “originated.”  It  may  be 
possible  for  a  document  to  be 
“generated”  or  “originated”  for  the 
purposes  of  Part  95,  which  is  derived 
from  Restricted  Dsda  available  imder 
DOE’s  Access  Permit  Program.  In  such 
cases,  information  as  required  by  NRC 
Form  790,  in  accordance  with  S  95.57, 
shall  be  forwarded  to  the  NRC  Division 
of  Security. 

One  commenter  believed  that  the 
programs  detailed  in  Part  95  represented 
an  extreme  and,  in  most  cases,  an 
unnecessary  increase  in  the  level  of 
protection  horded  Restricted  Data 
associated  with  commercial,  nuclear- 
powered  electrical  generating  facilities 
and  that  the  recommended  protection 
was  comparable  to  that  given  to 
Department  of  Defense  “Secret” 
material  (a  disclosure  of  which,  in  the 
eyes  of  the  commenter,  would  result  in  a 
much  greater  danger  than  disclosure  of 
“Restricted  Data”  associated  with 
nuclear  powerplants).  The  commenter 
also  believes  that  nearly  everyone 
assigned  to  a  plant  or  involved  with  its 
design  would  require  a  clearance,  thus 
creating  a  logjam  of  clearance  requests, 
requests  for  facility  approvals  and 
requests  for  classification  of  material. 

Parts  25  and  95  specifically  apply  to 
less  than  twenty  NRC-licensed  facilities 
which  possess  nonself-protecting 
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formula  quantities  of  SSNM  since 
information  relative  to  the  protection  of 
such  material  is  covered  within  the 
classification  guide.  These  parts  do  not 
routinely  apply  to  normal  commercial, 
light  water  reactor  facilities  unless  such 
facilities  otherwise  specifically  request 
personnel  and  facility  clearances  based 
on  a  need  to  store  or  handle  other  NRC 
classified  information.  This  application 
should  not  result  in  a  logjam  of  requests 
for  personnel  clearances,  facility 
approvals  or  classification  guidance, 
liiese  Parts  are,  in  fact,  aimed  at 
providing  protection  comparable  to  that 
given  to  Department  of  Defense  "Secret” 
material  since  they  do  address  classified 
information  (National  Security 
Information  and  Restricted  Data).  This 
commenter’s  view  of  Restricted  Data, 
however,  differs  fit)m  that  defined  in  the 
Atomic  Energy  Act  of  1954,  as  amended, 
and  as  used  in  Parts  25  and  95.  This 
commenter  incorrectly  viewed  Parts  25 
and  95  as  being  applicable  to  his  facility. 

One  conunenter,  while  recognizing 
that  both  the  DOE  and  NRC  have 
responsibility  to  control  the 
dissemination  of  Restricted  Data  in  the 
interest  of  the  common  defense  and 
security,  pointed  out  that  DOE  has  the 
sole  responsibility  to  establish  the 
“basic  standards  and  procedures.”  The 
commenter  believed  that  the  proposed 
rules  largely  ignored  the  existence  of 
DOE’S  "basic  standards  and 
procedures”  and  DOE’s  regulations 
covering  Restricted  Data  in  the  hands  of 
DOE  contractors  and  Access  Permittees. 
Except  for  minor  differences,  NRC's 
procedures  are  consistent  with  DOE’s 
“basic  standards  and  procedures” 
covering  personnel  and  facility 
clearances.  DOE’s  Part  795  applies  to 
persons  who  receive  access  to 
Restricted  Data  (RD)  or  develop 
Restricted  Data  under  the  Access  Permit 
Program.  Parts  25  and  95  are  broader  in 
scope  in  that  they  apply  to  persons  who 
require  access  to  Restricted  Data  and/or 
National  Security  Information  (NSI). 

NRC  recognizes  DOE’s  interest  in 
protecting  Restricted  Data,  but  does  not 
relinquish  its  own  required  regulation 
and  control  of  NRC  Restricted  Data  and 
NSI. 

One  commenter  stated  that  licensees 
and  license  applicants  must  be  informed 
of  the  rules  for  determining  what 
information  they  (licensees  and 
applicants)  develop  might  be  considered 
classified  by  NRC.  This  commenter 
believed  that  a  separate  rulemaking  was 
necessary  to  determine  the  procedures 
to  be  followed  in  classifying  information 
which  might  be  subject  to  the  provisions 
of  Parts  25  and  95.  'Two  items  prepared 
by  NRC  will  help  in  this  area;  one,  an 


NRC  safeguards  classification  guide 
which  specifically  identifies  the 
elements  of  information  which  will  be 
classified;  and  two,  a  soon  to  be 
published  NRC  regulatory  guide  for  the 
protection  of  classified  information  and 
matter. 

One  commenter  asked  whether  a 
putative  license  applicant  is  subject  to 
Part  95  in  the  early  stages  of  its 
planning,  long  before  a  license 
application  is  drafted.  If  a  license 
applicant  can  determine,  or  is  aware, 
very  early  in  the  license  application 
development,  that  his  facility  will 
maintain  formula  quantities  of  SSNM,  he 
should  be  aware  of  the  possibility  that 
certain  safeguards  information  he 
develops  may  be  classified.  If  his  facility 
will  maintain  formula  quantities  of 
SSNM,  he  may  originate  or  need  access 
to  classified  information  very  early  in 
the  facility  design  stage.  If  he  can 
effectively  rule  out  the  requirement  to 
safeguard  formula  quantities  of  SSNM 
and  has  no  other  need  for  access  to 
classified  information,  he  need  not 
concern  himself  with  the  requirements 
of  Parts  25  and  95. 

One  commenter  asked  whether 
suppliers  and  consultants  of  licensees 
are  subject  to  Part  95  and  if  they  are, 
when  they  become  subject  Suppliers, 
consultants,  and  licensee  contractors 
may  be  subject  to  Parts  25  and  95  if  they, 
as  individuals,  require  access  to  NRC 
classified  information  (as  identified  in 
the  NRC  classification  guide)  or  if  they 
need  to  use,  store,  handle,  etc.,  classified 
information  at  their  offices  or  facilities. 
They  would  become  subject  to  these 
rules  when  the  need  for  access  to 
classified  information  has  been 
established  by  the  NRC. 

One  commenter  noted  they  are  now 
subject  to  EKDE’s  Part  795  and  could  not 
perceive  why  NRC  cannot  adopt  as  its 
own,  the  precise  language  of  10  CFR  Part 
795.  NRC’s  language  and  requirements 
covering  Restricted  Data  (RD)  in  Part  95 
are  consistent  with  and,  in  fact,  very 
similar  to  those  in  £)OE’s  Part  795.  'The 
major  differences  in  these  two  Parts 
stem  fi'om  the  broader  coverage  of  Part 
95  to  include  requirements  governing  the 
handling  and  storage  of  National 
Security  Information,  which  based  on 
Executive  Order  requirements,  are 
somewhat  different  from  those  for  RD. 

One  commenter  noted  that  DOE,  in  10 
CFR  Part  795,  has  reserved  the  authority 
to  deny  access  to  certain  kinds  of 
Restricted  Data  under  the  Access  Permit 
Program,  but  saw  no  such  restrictions  by 
NRC.  This  resulted  in  his  question 
whether  a  company  that  has  not  been 
afforded  access  to  Restricted  Data  under 
Part  795  might  be  afforded  such  access 
through  compliance  with  the  NRC 


regulations  or  vice  versa.  Parts  25  and  95 
have  been  prepared  to  facilitate  access 
to  classified  information  (Restricted 
Data  and  National  Semirity  Information) 
based  upon  the  individual’s  “need-to- 
know.”  Any  information  which  becomes 
classified  based  upon  the  application  of 
the  guidance  provided  by  an  NRC 
classification  guide  would  be  available 
to  an  individual  (or  individuals) 
providing  they  have  the  “need-to-know” 
and  are  cleared  by  NRC.  Any 
information  designated  as  RD  by  NRC’s 
guide  has  been  done  so  on  the  basis  of  a 
previous  determination  by  DOE.  Since 
all  categories  of  RD  in  the  NRC  guide 
have  already  been  addressed  by  DOE,  it 
is  highly  un^ely  that  a  licensee  will 
have  or  require  additional  access  to  RD 
over  that  which  he  already  has. 

Assuming  that  NRC  must  adhere  to 
the  "basic  standards  and  procedures”  of 
DOE,  one  commenter  did  not 
understand  the  necessity  for  the 
apparent  requirements  for  separate  NRC 
access  authorization  determinations  for 
a  person  who  already  has  a  DOE  access 
authorization  for  Restricted  Data.  DOE’s 
access  authorization  permits  a  licensee 
access  to  specific  categories  of 
Restricted  Data  (RD).  This  access 
authorization  determination  is  made  in 
accordance  with  the  provisions  of  the 
Atomic  Energy  Act  of  1954,  as  amended. 
NRC,  in  Part  25,  applies  the  same  "basic 
standards  and  procediu%s”  to  determine 
eligibility  for  access  to  RD.  In  addition, 
because  additional  access  is  involved, 
NRC  also  applies  the  necessary 
standards  and  procedures  found  in 
Executive  Orders  12065  and  10865, 
governing  the  general  provisions  for 
handling  National  Seciulty  Information 
and  the  specific  provisions  as  they 
relate  to  industry.  The  investigative 
basis  for  the  existing  DOE  access 
authorization  will  be  used  for  the  NRC 
determination  wherever  possible  and 
whenever  the  application  of  acceptable 
personnel  seciirity  practices  permit. 

'There  is  no  desire,  nor  is  there  any 
statutory  method,  by  which  NRC  can 
relinquish  its  prerogative  to  make  an 
independent  judgement  regarding 
eligibility  for  access  to  NRC  classified 
information  (NSI  and  RD). 

Arrangements  with  DOE  and  the 
Department  of  Defense  will  be  made 
whereever  possible  to  facilitate  the 
common  use  of  investigative  and  other 
security  data. 

One  commenter  advised  their  facility 
operates  under  rules  and  provisions  of 
the  DOE  whose  regulations  cover  all 
items  addressed  in  Proposed  Rules  10 
CFR  Parts  25  and  95  and  that  the 
application  of  these  new  regulations 
would  constitute  a  total  duplication  of 
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an  already  effective  program  for 
possessing  and  handling  classified 
information.  As  a  result  of  the  NRC’s 
decision  to  classify  certain  safeguards 
information  throu^  the  application  of 
E.0. 12065  and  an  NRC  classification 
guide,  specific  licensees  will  now 
possess  NRC  classiHed  information. 
Existing  statutes  and  Executive  Orders 
(Atomic  Energy  Act,  E.0. 12065,  E.O. 
10865)  require  an  agency  to  determine 
the  trustworthiness  of  the  individuals 
requiring  access  to  its  information  and 
ensure  that  providing  access  will  not 
endanger  the  common  defense  and 
security.  There  is  no  way  for  an  agency 
to  relinquish  this  responsibility. 

Granted,  there  may  be  some  duplication 
of  programs;  however,  since  DOE’s  and 
NRC’s  regulations  are  nearly  identical,  it 
should  result  in  a  minimal  cost  impact  to 
those  already  operating  under  DOE’s 
regulations. 

One  commenter  took  exception  to  the 
joint  Energy  Research  and  Development 
Administration  Nuclear  Regulatory 
Commission  task  force  conclusion  that  a 
plan  for  improving  the  control  and 
protection  of  nuclear  materials  at  NRC* 
licensed  generating  stations  is 
necessary.  ’The  commenter  felt  that 
applicable  portions  of  10  CFR  2.790  and 
10  CFR  Part  73  provided  adequate 
control  and  protection  of  nuclear 
materials  and  associated 
documentation.  'This  commenter 
believed  that  implementation  of  Parts  25 
and  95  would  provide  no  significant 
increase  in  the  protection  of  the  public 
safety  or  to  the  national  defense  and  did 
not  believe  that  NRC-licensed  facilities 
needed  access  to  classified  information 
pertinent  to  the  protection  of  their 
facilities.  In  September  1978,  NRC 
approved  a  plan  for  implementation  of  a 
classified  program  applicable  to 
activities  possessing  significant 
quantities  of  SSNM.  This  approval  was 
based  on  a  series  of  decisions  by  the 
National  Security  Council  and  a 
determination  by  the  President  that, 
owing  to  the  potential  consequences  of 
loss  or  diversion  of  significant  quantities 
of  SSNM.  or  sabotage  of  facilities  or 
activities  involving  SSNM,  the 
unauthorized  disclosure  of  certain 
information  relating  to  the  protection  of 
such  materials,  facilities,  or  activities 
could  reasonably  be  expected  to  cause 
some  degree  of  damage  to  the  national 
security  and,  therefore,  certain  such 
information  should  be  classified.  Certain 
site-specific  safeguards  information 
under  current  NRC  regulations  is 
“deemed  to  be  commercial  or  financial 
information’’  and  has  been  ivithheld 
from  public  disclosure  while  in  the 
hands  of  the  NRC  based  on  10  CFR 


2.790(d)(1).  ’There  is,  however,  no 
existihg  law  which  expressly  provides 
that  unclassified  NRC  sensitive 
safeguards  information  be  withheld 
from  disclosure.  ’The  two  basic 
objectives  of  this  program  are  (1) 
assuring  the  trustworthiness  of  persons 
generating  and  having  access  to  the 
subject  information  and  (2)  protecting 
the  information  from  unauthorized 
disclosure  while  in  the  possession  of 
NRC. 

One  commenter  believed  that  most  of 
the  documentation  and  activities 
proposed  for  classification  are  already  a 
matter  of  public  record  in  the  form  of 
licensing  documents,  technical  papers 
and  job  specifications  and  that  costs 
and  manpower  needed  to  classify  and 
impose  controls  on  such  information 
cannot  be  justified.  ’The  material  and 
documentation  proposed  for 
classification  and  thus  covered  by  these 
parts  relates  primarily  to  measures  for 
the  physical  protection  as  well  as 
control  and  accounting  of  nuclear 
materials,  including  inventory 
discrepancy  data.  ’This  material,  once 
submitted  to  NRC  is  not  widely 
disseminated,  but  rather  is  protected 
and  handled  as  proprietary  information. 
It  is  expected  that  industry  has  taken 
other  steps  to  protect  this  highly 
sensitive  information  as  opposed  to 
disseminating  it  widely. 

One  commenter  believed  that,  since 
licensed  facilities  currently  perform 
personnel  screenings  prior  to 
employment  and  restrict  access  to 
special  nuclear  material  in  accordance 
with  10  CFR  73.55,  additional 
“clearances”  or  “controls”  would  be 
redundant  and  serve  no  practical 
purpose.  A  licensee’s  own  personnel 
screenings  and  10  CFR  73.55  controls  do 
not  fulfill  the  statutory-executive  order 
requirements  relative  to  access  to,  and 
contol  over,  government  classified 
information  (NSI  and  RD).  Only  the 
Federal  Government  can  grant  final 
personnel  security  clearances 
authorizing  access  to  such  information. 
Additionally,  those  facilities  (i.e., 
licensees)  which  need  to  store,  use. 
handle,  etc.,  information  classified  by 
the  Federal  Government  must  adhere  to 
the  provisions  as  contained  in  Part  95. 

One,  commenter  did  not  believe  that 
the  NRC  Division  of  Security  should 
determine  a  licensee  employee’s 
eligibility  since  the  individual  (not 
employed  by  NRC  or  as  an  NRC 
contractor)  is  not  performing  work 
directly  related  to  national  defense 
contracts.  If  it  is  determined  that  an 
individual  employed  by  a  licensee 
requires  access  to  NRC  classified 
information,  then  NRC,  in  accordance 


with  E.0. 12065  and  the  Atomic  Energy 
Act  of  1954,  as  amended,  must 
determine  that  individual’s  eligibility  for 
access. 

One  commenter  stated  that  the 
procedures  in  S  25.17  and  eligibility 
determined  in  $  25.21  only  present  a 
“picture  in  time”  and  do  not  provide  a 
significant  degree  of  assurance  against 
compromise  of  proprietary  information, 
and  do  not  significantly  reduce  present 
or  future  threats  defined  in  10  CFR 
73.55(a).  ’The  eligibility  determined  in 
§  25.21  using  the  criteria  contained  in  10 
CFR  Part  10  has  been  used  by  the  NRC 
and  its  predecessor  agency  (Atomic 
Energy  Commission)  since  1962.  (While 
previous  similar  criteria  existed  as  early 
*as  1950,  they  were  not  published  as  part 
of  the  Code  of  Federal  Regulations  until 
May  5, 1962.)  The  eligibility 
determination  and  criteria  have  always 
been  based  on  personal  historical  data 
as  well  as  current  data.  ’This  eligibility 
determination  is  made  and  the  criteria 
have  been  developed  to  specifically 
afford  protection  of  and  control  access 
to  classified  information. 

One  commenter  believed  that  the 
financial  and  administrative  burdens  of 
compliance  with  both  S  25.17  and  10 
CFR  73.55  screening  requirements  were 
unreasonable,  not  necessary  and 
resulted  in  unwarranted  distributive 
costs  to  the  licensee’s  customers/ 
taxpayers.  Compliance  with  §  25.17 
should  be  a  minor  financial  or 
administrative  burden  within  any 
organization  which  has  an  existing 
security  program.  The  financial  burden 
(approximately  $30.00  per  access 
authorization  requested)  may  be  less  for 
a  facility  which  currently  has  affected 
employees  cleared  by  DOE  or  the 
Department  of  Defense.  ’The 
administrative  burden  associated  with 
§  25.17,  including  the  handling, 
reviewing  and  forwarding  of  security 
forms  packets  between  affected 
employees  and  NRC,  and  minor  record 
keeping  requirements,  are  necessary  in 
order  to  provide  the  proper  protection 
and  control  over  NRC  classified 
information.  It  is  believed  that  the 
procedures  required  by  §  25.17  can  be 
incorporated  into  existing  security 
procedures  without  unreasonable  and 
unwarranted  distributive  cost  to  the 
licensee’s  customers. 

One  commenter  indicated  the 
definition  of  “Restricted  Data,”  $  95.5, 
was  not  very  concise,  leaving  much  to 
doubt,  and  recommended  a  more 
detailed  description.  This  definition  of 
Restricted  Data  has  been  extracted 
verbatim  from  the  Atomic  Energy  Act  of 
1954,  as  amended,  and  has  been  used 
and  understood  throughout  govemmenj 
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and  industry  since  that  time.  For  the 
most  part  the  majority  of  all  Restricted 
Data  has  been  originated  by  the  DOD, 
DOE,  NRC,  and  predecessor  agencies. 
As  pertains  to  Parts  25  and  95,  very 
specific  guidance  shall  be  given  to  those 
facilities  subject  to  the  reg^ations  (i.e., 
those  prossessing  more  than  formula 
quantities  of  nonself-protecting  strategic 
special  nuclear  materials  (SSNM))  as  to 
the  exact  category  (Restricted  Data  or 
National  Security  Information)  and  level 
(Confidential  or  Secret)  of  information 
they  must  protect.  This  particular 
commenter  does  not  represent  a  facility 
which  possesses  nonself-protecting 
formula  quantities  of  SSNM  and  would 
not  be  subject  to  the  regulations  unless  a 
subsequent  need  arises  to  store  and 
maintain  NRC  classified  information. 

Pursuant  to  the  Atomic  Energy  Act  of 
1954,  as  amended,  the  Energy 
Reorganizaiton  Act  of  1974,  as  amended, 
and  Section  552  and  553  of  Title  5  of  the 
United  States  Code,  new  Parts  25  and  95 
to  Title  10,  Chapter  I,  Code  of  Federal 
Regulations,  are  published  as  a 
document  subject  to  codification. 

1.  A  new  Part  25  is  added  which  reads 
as  follows: 

PART  25>ACCESS  AUTHORIZATION 
FOR  LICENSEE  PERSONNEL 

General  Provisions 
Sec. 

25.1  Purpose. 

25.3  Scope. 

25.5  Dehnitions. 

25.7  Interpretations. 

25.9  Conununications. 

25.11  Specific  Exemptions. 

25.13  Records  Maintenance. 

Access  Authorizations 
25.15  Access  Permitted  Under  “Q”  or  "L” 
Access  Authorization. 

25.17  Approval  for  Processing  Applicants 
for  Access  Authorization. 

25.19  Processing  Applications. 

25.21  Determination  of  Initial  and 
Continued  Eligibility  for  Access 
Authorization. 

25.23  Notification  of  Grant  of  Access 
Authorization. 

25.25  Cancellation  of  Requests  for  Access 
Authorization. 

25.27  Reopening  of  Cases  in  Which 

Requests  for  Access  Authorizations  Are 
Cancelled. 

25.29  Reinstatement  of  Access 
Authorization. 

25.31  Extensions  and  Transfers  of  Access 
Authorizations. 

25.33  Termination  of  Access  Authorizations. 

Violations 

25.35  Violations. 

Classified  Visits 
25.37  Classified  Visits. 

Authority:  Secs.  145, 161(i),  Pub.  L  83-703, 

68  Stat  942,  as  amended,  948,  as  amended. 


(42  U.S.C.  2165,  2201);  sec.  201(f),  Pub.  L  93- 
438,  88  Stat  1243  (42  U.S.C  5841);  EO.  10865, 
and  EO.  12065 

General  Provisions 

S  25.1  Purpose. 

This  part  establishes  procedtires  for 
granting,  reinstating,  extending, 
tr^msferring  and  terminating  access 
authorizations  of  licensee  personnel, 
licensee  contractors  or  agents  and  other 
persons  (e.g,  individuals  involved  in 
adjudicatory  procedtires  as  set  forth  in 
10  CFR  Part  2,  Subpart  I)  who  may 
require  access  to  information  classified 
at  the  Secret  and  Confidential  National 
Security  Information  and/or  Restricted 
Data  level. 

§  25.3  Scope. 

The  regulations  in  this  part  apply  to 
licensees  and  others  who  may  require 
access  to  National  Security  Information 
and/or  Restricted  Data  related  to  a 
license  or  application  for  a  license. 

§  25.5  Definitions. 

“Access  Authorization*'  is  an 
administrative  determination  by  the 
Commission  that  an  individual 
(including  a  consultant)  who  is 
employed  by  or  an  applicant  for 
employment  with  Commission 
contractors,  licensee  contractors,  agents, 
or  licensees  of  the  Commission  or  any 
other  individual  designated  by  the 
Executive  Director  for  Operations  is 
eligible  for  access  to  National  Seciuity 
Information  and/or  Restricted  Data;  and 
an  individual  (including  a  consultant) 
who  is  a  Commission  employee  or 
applicant  for  Commission  employment 
is  eligible  for  security  clearance. 

“Act”  means  the  Atomic  Energy  Act 
of  1954  (68  Stat.  919),  as  amended. 

“Commission”  means  the  Nuclear 
Regulatory  Commission  or  its  duly 
authorized  representatives. 

“L“  access  authorization  means  an 
access  authorization  granted  by  the 
Commission  which  is  normally  based  on 
a  National  Agency  Check  (NAC)  or 
NAC  and  Inquiry  (NACI)  conducted  by 
the  Office  of  Personnel  Management. 

“License”  means  a  license  issued 
pursuant  to  10  CFR  Part  50  or  Part  70. 

“Matter”  means  documents  or 
material. 

“National  Security  Information” 
means  information  or  matter  that  is 
owned  by,  produced  for  or  by,  or  under 
the  control  of,  the  United  States 
Government,  and  that  has  been 
determined  pursuant  to  Executive  Order 
12065  or  prior  orders  to  require 
protection  against  imauthorized 
disclosure  and  is  so  designated. 

“Need-to-know”  means  a 
determination  by  persons  having 


responsibility  for  classified  information 
or  matter,  that  a  proposed  recipient’s 
access  to  such  classified  information  or 
matter  is  necessary  in  the  performance 
of  his  official,  contractual,  or  licensee 
duties  of  employment  under  the 
cognizance  of  the  Commission. 

“Person”  means  (1)  any  individual, 
corporation,  partnership,  firm, 
association,  trust,  estate,  public  or 
private  institution,  group,  government 
agency  other  than  Ae  Commission  or 
the  Department  of  Energy  (DOE),  except 
that  the  DOE  shall  be  considered  a 
person  to  the  extent  that  its  facilities  are 
subject  to  the  licensing  and  related 
regulatory  authority  of  the  Commission 
pursuant  to  section  202  of  the  Energy 
Reorganization  Act  of  1974  and  sections 
104, 105  and  202  of  the  Uranium  Mill 
Tailings  Radiation  Control  Act  of  1978, 
any  State  or  any  political  subdivision  of, 
or  any  political  entity  within  a  State, 
any  foreign  government  or  nation  or  any 
political  subdivision  of  any  such 
government  or  nation,  or  other  entity: 
and  (2)  any  legal  successor, 
representative,  agenL  or  agency  of  the 
foregoing. 

“Q”  Access  Authorization  means  an 
access  authorization  granted  by  the 
Commission  based  on  a  full  field 
investigation  conducted  by  the  Office  of 
Personnel  Management,  the  Federal 
Bureau  of  Investigation,  or  other  U.S. 
Government  agency  which  conducts 
personnel  secxirity  investigations. 

“Restricted  Data"  means  all  data 
concerning  design,  manufacture  or 
utilization  of  atomic  weapons,  the 
production  of  special  nuclear  material, 
or  the  use  of  special  nuclear  material  in 
the  production  of  energy,  but  shall  not 
include  data  declassified  or  removed 
from  the  Restricted  Data  category 
pursuant  to  Section  142  of  the  Act 

§  25.7  Interpretations. 

Except  as  specifically  authorized  by 
the  Commission  in  writing,  no 
interpretation  of  the  meaning  of  the 
regulations  in  this  part  by  any  officer  or 
employee  of  the  Commission  other  than 
a  written  interpretation  by  the  General 
Counsel  will  be  recognized  to  be  binding 
upon  the  Commission. 

S  25.9  Communications. 

Except  where  otherwise  specified,  all 
communications  and  reports  concerning 
the  regulations  in  this  part  should  be 
addressed  to  the  Director,  Division  of 
Security,  U.S.  Nuclear  Regulatory 
Commission,  Washington,  D.C.  20555. 

S  25.11  Specific  exemptions. 

The  Commission  may,  upon 
application  of  any  interested  party, 
grant  an  exemption  from  the 
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requirements  of  this  Part  25.  Exemptions 
will  be  granted  only  if  they  are 
authorized  by  law  and  will  not 
constitute  an  undue  risk  to  the  common 
defense  and  security.  Documentation 
related  to  the  request,  notification  and 
processing  of  an  exemption  shall  be 
maintained  for  two  years  beyond  the 
period  covered  by  the  exemption. 

§25.13  Records  maintenance. 

Each  licensee  or  organization 
employing  individuals  approved  for 
personnel  security  access  authorization 
under  this  part,  shall  maintain  records 
as  prescribed  within  the  part  These 
records  shall  be  subject  to  review  and 
inspection  by  NRC  representatives 
during  security  surveys. 

Access  Authorizations 

§  25.15  Access  permitted  under  "Q”  or 
*1.”  access  authorization. 

(aj  A  "Q"  access  authorization 
permits  an  individual  access  on  a  need- 
to-know  basis  to  (1)  Secret  and 
Confidential  Restricted  Data  and  (2) 
Secret  and  Confidential  National 
Security  Information  including 
intelligence  information,  CRYPTO  (i.e.. 
cryptographic  information]  or  other 
classiHed  communications  security 
(COMSEC]  information. 

(b)  An  “L"  access  authorization 
permits  an  individual  access  on  a  need- 
to-know  basis  to  Confidential  Restricted 
Data  and  Secret  and  Confidential 
National  Security  Information  other  than 
the  categories  specifically  included  in 
paragraph  (a]  of  this  section. 

(c]  Each  employee  of  the  Commission 
has  a  security  clearance  consisting  of 
one  of  the  two  levels  of  access 
authorization.  Licensees  and  other 
persons  will  furnish  National  Security 
Information  and/or  Restricted  Data  to  a 
Commission  employee  on  official 
business  when  the  employee  has  the 
appropriate  level  of  NRC  security 
clearance  and  need-to-know.  An  “L" 
access  authorization  does  not  permit  an 
NRC  employee  access  to  Restricted 
Data. 

§  25.17  Approval  for  processing 
applicants  for  access  authorization. 

(a)  Access  authorization  shall  be 
requested  for  licensee  employees  or 
other  persons  (e.g.,  10  CFR  Part  2, 

Subpart  I]  who  need  access  to  National 
Security  Information  and/or  Restricted 
Data  in  connection  with  activities  under 
Parts  50  or  70. 

(b]  The  request  shall  include  a 
completed  personnel  security  packet 
(see  §  25.17(c]]  and  request  form  (NRC- 
237]  signed  by  a  licensee  or  licensee 
contractor  official  which  identifies:  The 
person  for  whom  access  authorization  is 


requested;  his  date  of  birth;  the  level  of 
access  authorization  needed  (“Q”  or 
"L”];  and  the  activity  for  which  access  is 
required. 

(c)  Each  personnel  security  packet  so 
submitted,  shall  include  the  following 
completed  forms: 

(ij  Personnel  Security  Questionnaire. 
(NRC-1,  Parts  I  and  il]; 

(2)  National  Agency  Check-Data  for 
Nonsensitive  or  Noncritical-Sensitive 
Position  (SF-85A)— for  “L"  cases  only; 

(3)  Two  Standard  Fingerprint  cards, 
(FD-258j: 

(4)  Security  Acknowledgment,  (NRC- 
176); 

(5)  Authority  to  Release  Information. 
(NRC-259];  and 

(6)  Related  forms  where  specified  in 
accompanying  instructions  (NRC-254 
and  NRC-254-A). 

Forms  identified  in  paragraphs  (c](l] 
and  (2)  of  this  section  must  be  typed 

(d)  To  avoid  delays  in  processing 
requests  for  access  authorizations,  each 
security  packet  should  be  reviewed  for 
completeness  and  correctness  (including 
legibility  of  response  on  the  forms]  prior 
to  submittal 

(e)  Applications  for  access 
authorization  processing  must  be 
accompanied  by  a  check  or  money 
order,  payable  to  the  United  States 
Nuclear  Regulatory  Commission, 
representing  the  current  cost  for  the 
processing  of  each  “Q"  and  “L”  access 
authorization  request  Access 
authorization  fees  will  be  published  in 
December  of  each  year  and  will  be 
applicable  to  each  access  authorization 
request  received  during  the  following 
calendar  year.  Applications  from 
individuals  having  current  Federal 
access  authorizations  may  be  processed 
expeditiously  at  less  cost,  since  the 
Commission  may  accept  the 
investigations  and  reports  of  other 
Federal  Government  agencies  which 
conduct  personnel  security 
investigations.  The  use  of  such 
investigations  and  reports  is  contingent 
upon  their  serving  as  the  basis  for  a 
previous  security  clearance  approval 

§  25.19  Processing  appDcations. 

Each  application  for  access 
authorization  together  with  its 
accompanying  fee  shall  be  submitted  to 
the  NRC  Division  of  Security.  If 
necessary  the  NRC  Division  of  Security 
may  obtain  approval  from  the 
appropriate  Commission  office 
exercising  licensing  or  regulatory 
authority  before  processing  the  access 
authorization  request 

If  the  applicant  is  disapproved  for 
processing,  the  NRC  Division  of  Security 
will  notify  the  submitter  in  writing  and 


will  return  the  original  application 
(security  packet]  and  its  accompanying 
fee. 

§25.21  Detemilnsitlon  of  Initial  and 
continued  eigMHty  for  access 
authorization. 

(a)  Following  receipt  by  the  NRC 
Division  of  Setnirity  of  the  reports  of  the 
personnel  security  investigations,  the 
record  will  be  reviewed  to  determine 
that  granting  an  access  authorization 
will  not  endanger  the  common  defense 
and  security  a^  is  clearly  consistent  * 
with  the  national  interest  If  such  a 
determination  is  made,  access 
authorization  will  be  panted  Questions 
as  to  initial  eligibility,  and  any 
subsequent  developments  that  raise  a 
question  of  continued  eligibility  for 
access  authorization  will  be  determined 
in  accordance  with  Part  10  of  Chapter  I. 

(b]  The  NRC  Division  of  Security  shall 
be  promptly  notified  of  developments 
which  bear  on  continued  eligibility  for 
access  authorization  throughout  the 
period  for  which  the  authorization  is 
active  (e.g.,  persons  who  marry 
subsequent  to  the  completion  of  a 
personnel  security  packet  must  report 
this  change  by  submitting  a  completed 
form  entitled  “Data  Report  on  Spouse”]. 

§  25.23  Notification  of  grant  of  access 
authorization. 

The  determination  to  grant  access 
authorization  will  be  furnished  in 
writing  to  the  licensee  or  organization 
which  initiated  the  request.  Records  of 
these  notifications  must  be  maintained 
by  the  licensee  or  requesting 
organization  for  one  year  after  the 
access  authorization  has  been 
terminated  by  the  NRC  Division  of 
Security.  This  information  may  also  be 
furnished  to  other  representatives  of  the 
Commission,  to  licensees,  contractors, 
or  other  Federal  agencies.  Notifications 
of  access  authorization  will  not  be  given 
in  writing  to  the  individual  himself 
except: 

(1]  In  those  cases  in  which  the 
determination  was  made  as  a  result  of  a 
Personnel  Security  Board  or  a  Personnel 
Security  Review  Board  hearing,  or 

(2]  When  the  individual  also  is  the 
official  designated  by  the  licensee  to 
whom  written  NRC  notifications  are 
forwarded. 

§  25.25  Cancellation  of  requests  for 
access  authorization. 

When  a  request  for  an  individual's 
access  authorization  is  withdrawn  or 
cancelled,  the  NRC  Division  of  Security 
will  be  notified  by  the  requestor 
immediately  by  telephone  so  that  the 
full  field  investigation  or  National 
Agency  Check  may  be  discontinued.  The 
caller  will  supply  the  ftiU  name  and  date 
of  birth  of  the  individual  the  date  of 
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request,  and  the  type  of  access 
authorization  originally  requested  (“Q” 
or  “L”).  Such  telephone  notice  shall  be 
promptly  confirmed  in  writing. 

$  25.27  Reopening  of  cases  in  which 
requests  for  access  authorizations  are 
cancelled. 

(a)  In  conjunction  with  a  new  request 
for  access  authorization  for  individuals 
whose  cases  were  previously  cancelled, 
new  fingerprint  cards  in  duplicate  and  a 
new  Seciuity  Acknowledgment  shall  be 
furnished  to  the  NRC  Division  of 
Security  along  with  the  request. 

(b)  Additionally,  if  six  months  or  more 
have  elapsed  since  the  date  of  the  last 
Personnel  Security  Questionnaire,  a 
complete  personnel  security  packet  (see 
§  25.17  (c))  shall  be  executed  by  the 
individual.  The  NRC  Division  of 
Security,  based  on  investigative  or  other 
needs,  may  require  a  complete 
personnel  security  packet  in  other  cases 
as  well.  A  fee,  equal  to  the  amount  paid 
for  an  initial  request,  will  be  charged 
only  if  a  new  or  updating  investigation 
is  required. 

§  25.29  Reinstatement  of  access 
authorization. 

An  up-to-date  personnel  security 
packet  will  be  furnished  with  a  request 
for  reinstatement  of  an  access 
authorization  if  6  months  or  more  have 
elapsed  since  termination  of  access 
authorization  and  a  year  or  more  has 
elapsed  since  the  date  of  the  previous 
Personnel  Security  Questionnaire,  or  if 
any  significant  changes  are  known  to 
have  occurred  since  the  termination.  A 
new  Security  Acknowledgment  will  be 
obtained  in  all  cases.  Where  personnel 
seciuity  packets  are  not  required,  a 
request  for  reinstatement  shall  state  the 
level  of  access  authorization  to  be 
reinstated  and  the  full  name  and  date  of 
birth  of  the  individual  in  order  to 
establish  positive  identification.  A  fee, 
equal  to  the  amount  paid  for  an  initial 
request,  will  be  charged  only  if  a  new  or 
updating  investigation  is  required. 

S  25.31  Extensions  and  transfers  of 
access  authorizations. 

(a)  The  NRC  Division  of  Security  may, 
on  request,  extend  the  authorization  of 
an  individual  who  possesses  an  access 
authorization  in  connection  with  a 
particular  employer  or  activity,  to  permit 
access  to  National  Security  Information 
and/or  Restricted  Data  in  coimection 
with  an  assignment  with  another 
employer  or  activity. 

(b)  The  NRC  Division  of  Security  may, 
on  request,  transfer  an  access 
authorization  when  an  individual’s 
access  authorization  under  one  interest 
is  terminated,  simultaneously  with  his 


being  granted  access  authorization  for 
another  employer  or  activity. 

(c)  Requests  for  extension  or  transfer 
of  access  authorization  shall  state  the 
full  name  of  the  person,  his  date  of  birth 
and  level  of  access  authorization.  The 
Director,  Division  of  Security,  may 
require  a  new  personnel  security  packet 
(see  §  25.17(c]]  to  be  completed  by  the 
applicant  A  fee,  equal  to  the  amount 
paid  for  an  initial  request  will  be 
charged  only  if  a  new  or  updating 
investigation  is  required. 

§  25.33  Termination  of  access 
authorizations. 

(a)  Access  authorizations  will  be 
terminated  when: 

(1)  Access  authorization  is  no  longer 
required,  or 

(2)  An  individual  is  separated  firom 
the  employment  or  the  activity  for  which 
he  obtained  an  access  authorization  for 
a  period  of  90  days  or  more,  or 

(3)  An  individual,  pursuant  to  10  CFR 
Part  10,  is  no  longer  eligible  for  access 
authorization. 

(b)  A  representative  of  the  licensee  or 
other  organization  which  employs  the 
individual  whose  access  authorization 
will  be  terminated  shall  immediately 
notify  the  NRC  Division  of  Security 
when  the  circiunstances  noted  in 
paragraphs  (a)(1)  or  (a)(2)  of  this  section 
exist;  inform  the  individual  that  his 
access  authorization  is  being 
terminated,  and  the  reason;  and  that  he 
will  be  considered  for  reinstatement  of 
access  authorization  if  he  resumes  work 
requiring  it. 

(c)  When  an  access  authorization  is  to 
be  terminated,  a  representative  of  the 
licensee  or  other  organization  shall 
conduct  a  security  termination  briefing 
of  the  individual  involved,  explain  the 
Security  Termination  Statement  (NRC 
Form  136)  and  have  the  individual 
execute  the  form.  The  official  shall 
notify  the  NRC  Division  of  Security 
promptly  in  writing  that  a  briefing  was 
conducted  and  forward  the  original  copy 
of  the  executed  Security  Termination 
Statement  to  the  Division  of  Security. 

Violations 

$25.35  Violations. 

An  injimction  or  other  court  order 
may  be  obtained  prohibiting  any 
violation  of  any  provision  of  the  Act  or 
any  regulation  or  order  issued 
thereunder.  Additionally,  National 
Security  Information  is  protected 
pursuant  to  the  requirements  and 
sanctions  of  E.0. 12065.  In  addition  any 
person  who  willfully  violates  these 
provisions  may  be  guilty  of  a  crime,  and 
upon  conviction,  may  be  punished  by 
fine  or  imprisonment  or  both,  as 
provided  by  law. 


Classified  ^^its 
$25.37  Classified  visits. 

Visits  to  NRC,  NRC  contractor, 
licensee  or  licensed  related  facilities,  or 
other  government  agencies  and  their 
contractors  involving  access  to 
classified  information  by  individuals 
covered  by  this  Part  require  advance 
certification  of  "need-to-know"  and 
verification  of  NRC  access 
authorization.  Individuals  planning  such 
visits  shall  complete  NRC  Form  277, 
“Request  for  Visit  or  Access  Approval," 
with  the  “need-to-know"  certified  by  the 
appropriate  Commission  Offiqp 
exercising  licensing  or  regulatory 
authority.  This  Commission  office  shall 
then  forward  the  request  to  the  NRC 
Division  of  Security  at  least  15  days  in 
advance  of  the  date  of  the  visit  for 
appropriate  verification  of  NRC  access 
authorization.  The  Division  of  Security 
shall  forward  the  form  to  the  facility  to 
be  visited. 

2.  A  new  Part  95  is  added  which  reads 
as  follows: 

PART  95— SECURITY  FACILITY 
APPROVAL  AND  SAFEGUARDING  OF 
NATIONAL  SECURITY  INFORMATION 
AND  RESTRICTED  DATA 

General  Provisions 
Sec. 

95.1  Purpose. 

95.3  Scope. 

95.5  Definitions. 

95.7  Interpretations. 

95.9  Conununications. 

95.11  Specific  exemptions. 

95.13  Records  maintenance. 

Physical  Security 

95.15  Approval  for  processing  licensees  and 
others  for  security  facility  approval. 

95.17  Processing  security  facility  approval. 
95.19  Grant,  denial  or  suspension  of  security 
facility  approval. 

95.21  Cancellation  of  requests  for  security 
facility  approval. 

95.23  Termination  of  security  facility 
approval. 

95.25  Protection  of  national  security 
information  and  restricted  data  in 
storage. 

95.27  Protection  while  in  use. 

95.29  Establishment  of  security  areas. 

95.31  Protective  personnel. 

95.33  Security  education. 

Control  of  Information 

95.35  Access  to  national  security 
information  and/or  restricted  data. 

95.37  Classification  and  preparation  of 
documents. 

95.39  External  transmission  of  documents 
and  material. 

95.41  Accountability  for  secret  matter. 

95.43  Authority  to  reproduce. 

95.45  Changes  in  classification. 
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See. 

95.47  Destruction  of  matter  containing 
national  security  information  and/or 
restricted  data. 

95.49  Security  of  automatic  data  processing 
(ADP)  systems. 

95.51  Retrieval  of  classified  matter 

following  suspension  or  revocation  of 
access  authorization. 

95.53  Termination,  suspension  or  revocation 
of  security  facility  ai^irovaL 
95.55  Continued  applicabfiity  of  the 
regulations  in  this  part 
95.57  Reports. 

95.59  Inspections. 

Vioialiaiis 
95.61  Violations. 

Appendix  A — Classification  guide  for 
safeguards  informatiaa. 

Auftority:  Secs.  145, 161p),  Pub.  L.  83-703, 
68  StaL  942,  as  amended,  94^  as  amended, 

(42  U.S.a  2165, 2201);  Sec.  201(f).  Pub.  L  93- 
43a  88  StaL  1243  (42  U.aC.  5841);  E.0. 10665, 
and  E.0. 12065. 

General  Provisions 

S  95.1  Purpose. 

The  regulations  in  diis  part  establish 
procedures  for  obtaining  security  facility 
approval  and  for  safeguarding  Secret 
and  Ccmfidential  National  Security 
Information  and  Restricted  Data 
received  or  developed  in  conjunction 
with  activities  licensed  or  regulated  by 
the  Conunission.  This  Part  does  not 
apply  to  Top  Secret  information  since  no 
such  information  may  be  forwarded  to 
licensees  or  others  within  the  scope  of 
an  NRC  license. 

§  95.3  Scope. 

The  regulations  in  this  part  apply  to 
licensees  and^others  regulated  by  die 
Commission  who  may  require  access  to 
National  Security  Information  and/or 
Restricted  Data  used,  processed,  stored, 
reproduced,  transmit!^  or  handled  in 
connection  with  a  license  or  application 
for  a  license. 

S  95.5  Definitions. 

“Access  Authorization”  is  an 
administrative  determination  by  the 
Commission  that  an  individual 
(including  a  consultant)  who  is 
employed  by  or  an  applicant  for 
employment  with  Commission 
contractors,  licensee  contractors,  agents, 
or  licensees  of  the  Commission  or  any 
other  individual  designated  by  die 
Executive  Director  for  Operations  is 
eligible  for  access  to  National  Security 
Information  and/or  Restricted  Data;  and 
an  .individual  (including  a  consultant) 
who  is  a  Commission  employee  or 
applicant  for  Commission  employment 
is  eligible  for  security  clearance. 

“Act”  means  the  Atomic  Bnergy  Act 
of  1954  (68  Stat.'919].  as  amended 
“Authorized  Classifier”  means  an 
individual  authorized  in  writing  by 


appropriate  NRC  authority  to  classify, 
declassify  or  downgrade  ^e 
classification  of  infonnation,  work 
projects,  (kxnimeats,  and  materials. 

“Classified  Mail  Address”  means  a 
mail  address  established  for  each 
facility  approved  by  die  NRC,  to  which 
all  National  Security  Information  cm* 
Restricted  Data  for  the  facility  is  to  be 
sent 

“Clasafied  Matter"  means  documents 
and  material  containing  classified 
information. 

“Combination  Lock"  means  a  three 
position,  manipulation  resistant,  dial 
type  lock  bearing  an  Underwriters* 
Laboratories,  Inc.  certification  that  it  is 
a  Group  1  or  Group  IR  unit. 

“Commission”  means  the  Nuclear 
Regulatory  Commission  or  its  duly 
authorized  representatives. 

“Infraction”  means  an  act  or  omission 
involving  failure  to  comply  witii  NRC 
security  regulations,  and  may  include  a 
violation  of  law. 

“Intrusion  Alarm”  means  a  tamper- 
indicating  electrical,  electro-mechanical, 
electro-optical,  electronic  or  similar 
device  which  will  detect  unaudiorized 
intrusion  by  an  individual  into  a 
building,  protected  area,  security  area, 
vital  area,  or  material  access  area,  and 
alert  guards  or  watchmen  by  means  of 
actuated  visible  and  audible  signals. 

“L”  access  authorization  means  an 
access  authorization  granted  by  die 
Commission  which  is  normally  based  on 
a  National  Agency  Check  (NAC)  or 
NAC  and  Inquiry  (NACI]  conducted  by 
the  Office  of  Personnel  Management. 

“license”  means  a  license  issued 
pursuant  to  10  CFR  Part  50  or  Part  70. 

“Material”  means  chemical  substance 
without  regard  to  form;  fabricated  or 
processed  item;  or  assembly,  machinery 
or  equipment. 

“Matter**  means  documents  or 
materiaL 

“National  Security**  means  the 
national  defense  and  foreign  relations  of 
the  United  states. 

“National  Security  Information” 
means  information  or  matter  that  is 
owned  by,  produced  for  or  by,  or  under 
the  control  of.  the  United  States 
Government  and  that  has  been 
determined  pursuant  to  Executive  Order 
12065  or  prior  orders  to  require 
protection  against  unauthorized 
disclosure  and  is  so  designated. 

“Need-to-know”  means  a 
determination,  by  persons  having 
responsibility  for  classified  information 
or  matter,  tiiat  a  proposed  recipient's 
access  to  such  classified  information  or 
matter  is  necessary  in  the  performance 
of  his  official,  contractual  or  licensee 
duties  of  employment  under  the 
cognizance  of  the  Commission. 


“Person”  means  (1)  any  individnai 
corporation,  partncmhip,  firm, 
association,  trust,  estate,  public  or 
private  institution,  group,  government 
agency  other  than  Commission  or 
the  Department  of  Energy  (DOE),  except 
that  the  DOE  shall  be  considered  a 
person  to  the  extent  that  its  facilities  are 
subject  to  tile  licensing  and  related 
regdatory  authority  of  the  Commission 
pursuant  to  section  202  of  the  Energy 
Reorganization  Act  of  1974  and  sections 
104, 105  and  202  of  the  Uranium  Mill 
Tailings  Radiation  Control  Act  of  1978, 
any  State  or  any  political  subdivision  of, 
or  any  political  entity  witiiin  a  State, 
any  forei^  government  or  nation  any 
political  sub^vision  of  any  such 
government  or  nation,  w  o^er  entity; 
and  (2)  any  legal  successor, 
representative,  agent  or  agency  of  the 
foregoing. 

>  “^otective  Personnel”  means  guards 
or  watchmen  as  defined  in  10  CFR  Part 
73  or  other  persons  designated 
responsibility  for  the  protection  of 
classified  matter. 

“Q”  access  authorization  means  an 
access  authorization  granted  by  the 
Commission  based  on  a  full  field 
investigation  conducted  by  the  Office  of 
Persoimel  Management,  the  Federal 
Bureau  of  Investigation,  or  other  U.S. 
Government  agency  which  conducts 
personnel  security  investigations. 

“Restricted  Data”  means  all  data 
concerning  design,  manufacture  or 
utilization  of  atomic  weapons,  the 
production  of  special  nndear  material, 
or  the  use  of  special  nuclear  material  in 
the  production  of  energy,  but  shall  not 
include  data  declassifi^  or  removed 
from  the  Restricted  Data  category 
pursuant  to  Section  142  of  the  Act. 

“Security  Area"  means  a  physically 
defined  space  containing  classified 
matter  and  subject  to  physical 
protection  and  personnel  access 
controls. 

“Security  Omtainer”  includes  any  of 
the  following  repositories;  (1)  A  security 
filing  cabinet— one  that  bears  a  Test 
Certification  Label  on  the  side  of  the 
locking  drawer,  inside  wall  adjacent  to 
the  locking  drawer,  or  interior  door 
plate,  and  is  marked,  **General  Services 
Administration  Approved  Security 
Container”  on  tire  exterior  of  the  top 
drawer  or  door. 

(2)  A  safe— burglar-resistive  cabinet 
or  chest  which  bears  a  label  of  the 
Underwriters*  Laboratories,  Inc. 
certifying  the  unit  to  be  a  TL-15,  TL-30, 
or  TRTL-30,  and  has  a  body  fabricated 
of  not  less  tiian  1  indi  steel  and  a  door 
fabricated  of  not  less  tiian  1%  inches 
steel  exclusive  of  the  combination  lock 
and  bolt  work;  or  bean  a  Test 
Certification  Label  on  tiie  inside  of  tiie 


Federal  Register  /  Vol.  45,  No.  45  /  Wednesday,  March  5.  1980  /  Rules  and  Regulations  14485 


door  and  is  marked  “General  Services 
Administration  Approved  Security 
Container”  and  has  a  body  of  steel  at 
least  W  thick,  and  a  combination 
locked  steel  door  at  least  1"  thick, 
exclusive  of  bolt  work  and  locking 
devices. 

(3)  A  vault — a  windowless  enclosure 
constructed  with  walls,  floor,  roof  and 
door(s)  that  will  delay  penetration 
sufficient  to  enable  the  arrival  of 
emergency  response  forces  capable  of 
preventing  theft,  diversion,  damage  or 
compromise  of  classified  information  or 
matter,  when  delay  time  is  assessed  in 
conjunction  with  detection  and 
communication  subsystems  of  the 
physical  protection  system. 

(4)  A  vault-type  room — a  room  which 
has  a  combination  lock  door  and  is 
protected  by  an  intrusion  alarm  system 
which  alarms  upon  the  unauthorized 
penetration  of  a  person  anywhere  into 
the  room. 

(5)  Other  repositories  which  in  the 
judgment  of  the  Division  of  Security 
would  provide  comparable  physical 
protection. 

“Security  Facility  ” — any  facility 
which  has  been  approved  by  NRG  for 
using,  processing,  storing,  reproducing, 
transmitting  or  handling  classified 
matter. 

"Security  Facility  Approval”  means 
that  a  determination  has  been  made  by 
the  NRG  that  a  facility  is  eligible  to  use, 
process,  store,  reproduce,  transmit  or 
handle  classified  matter. 

“Security  Survey”  is  an  examination 
by  an  NRG  representative  of  all  devices, 
equipment,  and  procedures  employed  at 
a  seciirity  facility  to  safeguard  classified 
matter. 

§  95.7  Interpretations. 

Except  as  specifically  authorized  by 
the  Commission  in  writing,  no 
interpretation  of  the  meaning  of  the 
regulations  in  this  part  by  any  officer  or 
employee  of  the  Commission  other  than 
a  written  interpretation  by  the  General 
Counsel  will  be  recognized  to  be  binding 
upon  the  Commission. 

§  95.9  Communications. 

Except  where  otherwise  specified,  all 
communications  and  reports  concerning 
the  regulations  in  this  part  should  be 
addressed  to  the  Director,  Division  of 
Security,  Nuclear  Regulatory 
Commission,  Washington,  DC  20555. 

S  95. 1 1  Specific  exemptions. 

The  Commission  may,  upon 
application  of  any  interested  party, 
grant  an  exemption  from  the 
requirements  of  Part  95.  Exemptions  will 
be  granted  only  if  they  are  auAorized  by 
law  and  will  not  constitute  an  undue 


risk  to  the  common  defense  and 
security.  Documentation  related  to  the 
request,  notification  and  processing  of 
an  exemption  shall  be  maintained  for 
two  years  beyond  the  period  covered  by 
the  exemption. 

S  95.13  Records  maintenance. 

Each  licensee  or  organization  granted 
secmity  facility  approval  under  diis  part 
shall  maintain  such  records  as 
prescribed  within  the  part  These 
records  shall  be  subject  to  review  and 
inspection  by  NRC  representatives 
during  security  surveys. 

Physical  Security 

§  95.15  Approval  for  processing  Hcensees 
and  others  for  security  facility  approval. 

(a)  A  licensee,  or  other  person  who 
has  a  need  to  use,  process,  store, 
reproduce,  transmit  or  handle  National 
Security  Information  and/or  Restricted 
Data  at  any  location  in  connection  with 
Commission  related  activities  shall 
promptly  request  an  NRC  security 
facility  approval. 

(b)  The  request  shall  include  the 
following  information:  The  name  of  the 
facility;  the  location  of  the  facility;  a 
security  plan  outlining  the  facility’s 
proposed  security  procedures  and 
controls  for  the  protection  of  National 
Seciirity  Information  and/or  Restricted 
Data;  a  floor  plan  of  the  area  in  which 
the  matter  is  to  be  used,  processed, 
stored,  reproduced,  transmitted  or 
handled. 

(c)  NRC  will  promptly  inform 
applicants  of  the  acceptability  of  the 
request  for  further  processing  and  will 
notify  the  licensee  or  other  person  of 
their  decision  in  writing. 

§  95.17  Processing  security  facility 
approval. 

Following  receipt  of  an  acceptable 
request  for  security  facility  approval 
NRC  will  perform  an  initial  security 
survey  of  the  licensee  or  other  facility  to 
determine  that  granting  a  security 
facility  approval  would  be  consistent 
with  the  national  security.  If  NRC  makes 
such  a  determination,  security  facility 
approval  will  be  granted.  If  not,  security 
facility  approval  will  be  withheld 
pending  compliance  with  siu^ey 
recommendations  or  until  an  exemption 
is  granted  pursuant  to  S  95.11. 

S  95.19  Grant,  denial,  or  suspension  of 
security  facility  appro^ 

Notification  of  the  Commission’s 
grant,  denial,  or  suspension  of  security 
facility  approval  will  be  furnished  in 
writing,  or  orally  with  written 
confirmation.  TUs  information  %vill  also 
be  furnished  to  representatives  of  NRC, 
NRC  licensees,  or  other  Federal 


agencies,  having  a  need  to  transmit 
National  Security  Information  and/or 
Restricted  Data  to  the  licensee  or  other 
person. 

§  95.21  Canc^tion  of  requests  for 
security  facility  approvaL 

When  a  request  for  secmity  facility 
approval  is  to  be  withdrawn  or 
cancelled,  the  NRC  Division  of  Security 
will  be  notified  by  the  requestor 
immediately  by  telephone  so  that 
processing  for  this  approval  may  be 
terminated.  The  notification  will  idoitify 
the  full  name  of  the  individual 
requesting  discontinuance,  Ifis  position 
with  the  facility,  and  the  full 
identification  of  the  facility.  Such 
telephone  advice  shall  be  confirmed 
promptly  in  writing. 

S  95.23  Termination  of  security  facility 
approvaL 

Security  facility  approval  will  be 
terminated  when: 

(a)  There  is  no  longer  a  need  to  use, 
process,  store,  reproduce,  transmit  or 
handle  classified  matter  at  the  facility: 
or 

(b)  The  Commission  makes  a 
determination  that  continued  security 
facility  approval  is  not  in  the  interest  of 
national  security. 

In  such  cases  the  licensee  or  other 
person  will  be  notified  in  writing  of  the 
determination  and  the  procediires 
outlined  in  §  95.53  will  apply. 

§  95.25  Protection  of  national  security 
information  and  restricted  data  hi  storage. 

(a)  Protection  of  Secret  Matter 

(1)  Secret  documents  while 
unattended  or  not  in  actual  use  shall  be 
stored  in  locked  semirity  containers 
protected  by  an  NRC  approved  intrusion 
alarm  or  by  protective  personnel. 

(2)  Protective  personnel  miut  be  used 
where  National  Security  Information  or 
Restricted  Data  cannot  be  adequately 
safeguarded  during  working  hours  by 
employees  or  during  non-working  hours 
by  an  intrusion  alarm  system.  In  either 
case,  protective  personnel  must  be 
capable  of  responding  within  fifteen 
minutes. 

(3)  When  protective  personnel  are 
used,  physical  checks  of  security 
containers  shaU  be  made  as  soon  as 
possible  after  the  close  of  each  normal 
workday  and  at  least  once  every  eight 
hours  thereafter  during  non-working 
hours.  Records  of  such  physical  checks 
shall  be  maintained  for  one  year. 

(b]  Confidential  matter  wl^e 
unattended  or  not  in  use  shall  be  stored: 

(1)  Under  any  of  the  methods  used  for 
Secret  matter  as  set  forth  in  paragraph 
(a)  of  this  section,  or 
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(2)  In  a  locked  security  container 
witi^  a  locked  room  or  building. 

(c)  Classified  lock  combinations: 

(1)  Knowledge  of  lock  combinations 
protecting  classified  information  shall 
be  limited  to  a  minimum  number  of 
personnel  necessary  for  operating 
purposes,  with  a  need-to*lmow,  and 
possessing  the  highest  access 
authorization  of  ^e  matter  stored  or 
authorized  to  be  stored  in  the  container. 
Records  identifying  personnel  having 
knowledge  of  such  lock  combinations 
shall  be  maintained  until  superseded  by 
a  new  form  or  list,  or  until  the  container 
is  removed  fi^m  service. 

(2)  Combinations  shall  be  changed: 

(i)  Whenever  the  container  is  placed 
in  use. 

(ii)  Whenever  a  person  knowing  the 
combination  no  longer  requires  access 
to  a  combination.  lliis  may  be  as  a 
result  of  a  change  in  duties  or  location  in 
the  licensee’s  or  licensee  related 
organization  or  termination  of 
employment  with  the  licensee  or  other 
organization. 

(iii)  Whenever  a  combination  has 
been  subjected  to  possible  compromise. 

(iv)  Whenever  the  container  is  taken 
out  of  service,  and 

(v)  In  any  event  at  least  once  every 
year. 

(d)  Records  of  combinations:  Records 
of  combinations  shall  be  classified, 
marked  and  safeguarded  in  a  manner 
appropriate  for  the  highest  classification 
of  the  matter  authorized  to  be  stored  in 
the  security  container. 

(e)  Selections  of  combinations:  Each 
combination  must  be  randomly  selected 
and  require  the  use  of  at  least  three 
different  numbers.  In  selecting 
combinations,  multiples,  simple 
arithmetical  ascending  or  descending 
series,  telephone  numbers,  social 
security  numbers,  car  license  niunbers, 
and  calendar  dates  such  as  birthdates 
and  anniversaries,  shall  be  avoided. 

(f)  Cautions  regarding  combinations: 

(1)  When  closing  a  combination  lock, 
the  ^al  must  be  turned  at  least  four 
times  in  the  same  direction. 

(2)  Combinations  shall  be  changed 
only  by  persons  authorized  access  to 
Secret  or  Confidential  National  Security 
Information  and/or  Restricted  Data 
depending  upon  the  matter  authorized  to 
be  stored  in  the  security  container. 

(g)  Posted  information: 

(1)  The  names,  addresses,  and 
telephone  numbers  of  the  custodian  and 
all  alternates  having  knowledge  of  the 
combination  shall  be  posted  on  the 
outside  of  each  security  container. 

(2)  A  record  of  the  date  of  last  change 
of  the  combination  of  each  security 
container  shall  be  maintained  as  long  as 
the  container  is  in  service. 


(3)  A  monitor  sheet  shall  be  posted  on 
each  security  container  approved  for  the 
storage  of  classified  matter.  The  monitor 
sheet  shall  contain  space  for  the  date 
and  initials  of  the  persons  locking  and 
checking  the  container  to  assure  it  is 
secured.  It  shall  be  initialed  at  the  end 
of  each  work  day  by  the  person  locking 
the  container  and,  where  feasible,  by 
another  person  who  can  physically  i 
double  check  the  lock,  locked  drawer,  or 
door  and  all  exposed  drawers  to  assure 
proper  securing  of  the  container.  Such 
monitor  sheets  shall  be  maintained  for 
one  month. 

(h)  Unattended  security  container 
fotmd  opened:  In  the  event  that  an 
unattended  security  container  housing 
classified  matter  is  found  unlocked,  the 
custodian  or  an  alternate  shall  be 
notified  immediately.  The  container 
shall  be  secured  by  protective  personnel 
and  the  contents  shall  be  inventoried  as 
soon  as  possible  but  not  later  than  the 
next  workday.  A  report  reflecting  all 
actions  taken  shall  be  submitted  to  the 
responsible  Regional  Office  (see 
Appendix  A,  10  CFR  Part  73  for 
addresses)  with  an  information  copy  to 
the  NRC  Division  of  Security.  Records 
pertaining  to  such  matters  shall  be 
retained  for  two  years  after  completion 
of  final  corrective  action. 

(i)  Keys  to  locks  used  to  secure  gates 
or  doors  in  security  area  perimeters 
shall  be  issued  only  to  persons 
authorized  access  to  the  matter  or  to  the 
area.  Files  relating  to  accountability  for 
keys  issued  shall  be  maintained  for  3 
years  after  the  key  has  been  turned  in.  ^ 

S  95.27  Protection  while  In  use. 

While  in  use,  matter  containing 
National  Security  Information  or 
Restricted  Data  shall  be  imder  the  direct 
control  of  an  appropriately  authorized 
individual  to  preclude  physical,  audio 
and  visual  access  by  persons  who  do 
not  have  the  prescribed  access 
authorization. 

S  95.29  Establishment  of  security  areas. 

(a)  If,  because  of  its  nature,  sensitivity 
or  importance,  matter  containing 
National  Security  Information  or 
Restricted  Data  cannot  otherwise  be 
effectively  controlled  in  accordance 
with  the  provisions  of  §  §  95.25  and 
95.27,  a  seciuity  area  shall  be 
established  to  protect  such  matter. 

(b)  The  following  measures  shall 
apply  to  security  areas: 

(1)  Security  areas  shall  be  separated 
fit>m  adjacent  areas  by  a  physical 
barrier  designed  to  prevent 
unauthorized  access  (physical,  audio 
and  visual)  into  such  areas. 


(2)  Controls  shall  be  established  to 
prevent  unauthorized  access  to  and 
removal  of  classified  matter. 

(3)  Access  to  classified  matter  shall  be 
hunted  to  persons  who  possess 
appropriate  access  authorization  and 
who  require  access  in  the  performance 
of  their  official  duties  or  contractual 
obligations. 

(4)  Persons  without  appropriate 
access  authorization  for  the  area  visited 
shall  be  escorted  by  an  appropriate  NRC 
access  authorized  person  at  all  times 
while  within  security  areas. 

(5)  Each  individual  authorized  to  enter 
a  security  area  shall  be  issued  a 
distinctive  form  of  identification  (e.g., 
badge)  when  the  number  of  employees 
assigned  to  the  area  exceeds  thirty  per 
shift. 

(6)  Dining  nonworking  hours, 
admittance  shall  be  controlled  by 
protective  personnel.  Protective 
personnel  shall  conduct  patrols  during 
nonworking  homs  at  least  every  8  hours 
and  more  ^quently  if  necessary  to 
maintain  a  commensurate  level  of 
protection.  Entrances  shall  be 
continuously  monitored  by  protective 
personnel  or  by  an  approved  alarm 
system. 

§  95.31  Protective  personnel. 

Whenever  protective  personnel  are 
used  to  protect  National  Security 
Information  and/or  Restricted  Data  they 
shall: 

(a)  Possess  an  “L”  access 
authorization  (or  Department  of  Defense 
or  DOE  equivalent)  if  the  licensee  or 
other  person  possesses  information 
classified  Confidential  National  Security 
Information,  Confidential  Restricted 
Data  or  Secret  National  Security 
Information. 

(b)  Possess  a  “Q”  access 
authorization  (or  Department  of  Defense 
or  DOE  equivalent)  if  the  licensee  or 
other  person  possesses  Secret  Restricted 
Data  and  the  protective  personnel 
require  access  as  part  of  their  regular 
duties. 

S  95.33  Security  education. 

A  security  education  program  shall  be 
established  and  maintained  by  the 
licensee  or  license  related  organization 
which  employs  individuals  possessing 
NRC  personnel  security  access 
authorization  under  Part  25.  The 
program  shall  include  consideration  and 
coverage  of  personnel  access 
authorization  requirements,  the  physical 
security  features  of  the  facilities,  the 
classified  nature  of  the  work  and  the 
classification  and  sensitivity  of  the 
information.  Each  security  education 
program  ahall  provide  for  the  security  - 
orientation  and  continuing  security 
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education  of  employees,  and  for  the 
appropriate  security  instruction  of 
terminating  employees.  Records 
reflecting  an  individual’s  initial  and 
refresher  security  orientations  and 
security  termination  shall  be  maintained 
for  one  year  after  termination  of  the 
individual's  access  authorization. 

Control  of  Information 

§  95.35  Access  to  national  security 
information  and/or  restricted  data. 

(a)  Except  as  the  Commission  may 
authorize,  no  person  subject  to  the 
regulations  in  this  Part  may  receive  or 
may  permit  any  individual  to  have 
access  to  Secret  or  Confrdential 
National  Security  Information  or  * 
Restricted  Data  unless  the  individual 
has: 

(1)  A  “Q”  access  authorization  which 
permits  an  individual  access  to  (i)  Secret 
and  Confidential  Restricted  Data  and  (ii) 
Secret  and  Confidential  National 
Security  Information  which  includes 
intelligence  information,  CRYPTO  (i.e., 
cryptographic  information)  or  other 
classified  communications  security 
(COMSEC)  information,  or 

An  “L"  access  authorization  which 
permits  an  individual  access  to 
Confidential  Restricted  Data  and  Secret 
and  Confidential  National  Security 
Information  other  than  that  noted  in 
paragraph  (a)(1)  of  this  section. 

(2)  An  established  "need-to-know”  for 
the  information.  (See  Definitions,  §  95.5). 

(3)  NRC  approved  storage  facilities  if 
classified  documents  or  material  are  to 
be  transmitted  to  the  individual. 

(b)  National  Security  Information  or 
Restricted  Data  shall  not  be  released  by 
a  licensee  or  other  person  to  any 
personnel  other  than  properly  access 
authorized  Commission  licensee 
employees,  or  other  individuals 
authorized  access  by  the  Commission. 

§  95.37  Classification  and  preparation  of 
documents. 

(a)  Classification.  National  Security 
Information  and  Restricted  Data 
generated  or  possessed  by  a  licensee  or 
other  person  must  be  appropriately 
marked.  Such  marking  of  information 
shall  be  in  compliance  with  NRC 
classification  guidance  found  in 
Appendix  A  of  this  part  If  a  person  or 
facility  generates  or  possesses 
information  which  is  believed  to  be 
classified  based  on  guidance  provided 
by  NRC  or  by  derivation  from  classified 
documents,  but  which  no  authorized 
classifier  has  determined  to  be 
classified,  it  must  be  protected  and 
marked  with  the  appropriate 
classification  maridngs  pending  review 
and  signature  of  an  NRC  authorized 
classifier.  This  final  determination 


should  be  made  within  30  woiidng  days. 
The  licensee  or  other  person  must 
protect  the  document  as  National 
Security  Information  or  Restricted  Data 
of  the  highest  classification  at  issue 
while  awaiting  a  final  determination. 

(b)  Classification  consistent  with 
content.  Ea^  document  containing 
National  Security  Information  and/or 
Restricted  Data  shall  be  classified 
Secret  or  Confidential  according  to  its 
content. 

(c)  Markings  required  on  face  of 
classified  document  Each  classified 
document  must  contain  on  its  face: 

(1)  Identity  of  the  classifier.  The 
identity  of  the  classifier  shall  be  shown 
by  completion  of  a  “Classified  By 
(Original  Authority)’’  line  and 
"Derivative  Classifier”  line.  TTie 
completion  of  the  “Classified  By”  line 
would  show  the  authorized  classifier, 
guide  or  guidance  responsible  for  the 
classification.  ITje  “Derivative 
Classifier”  line  would  show  the  licensee 
or  other  official  who  determined  the 
classification  of  the  individual  document 
based  on  previous  determinations  of  the 
classification  of  the  information 
involved. 

Classified  By: 

(Original  Authority)  - 

Derivative  Classifier. 

(Name  and  "ntle) - 

(2)  Date  of  classification  and  office  of 
origin.  The  date  on  a  dociunent  at  the 
time  of  its  origination  may  be 
considered  the  date  of  classification  if 
the  dociunent  is  marked  as  classified  on 
the  same  day  it  is  originated.  If  the 
document  is  marked  on  a  day 
subsequent  to  its  origination,  the  actual 
date  of  marking  must  be  shown  on  the 
“Classified  By”  line. 

(3)  Classification  designation  (e.g.. 
Secret,  Confidential). 

(4)  Type  of  classified  information  (e.g.. 
Restricted  Data  or  National  Security 
Information). 

(5)  Date  or  event  for  declassification 
or  review.  Completion  of  “DECLASSIFY 
or  REVIEW  ON”  line  will  satisfy  this 
requirement  This  requirement  does  not 
apply  to  documents  which  contain 
Restricted  Data. 

(6)  Authority  and  reason  for  extension 
(applicable  only  to  National  Security 
Information  documents  which  are  to 
remain  classified  longer  than  six  years). 
The  identity  of  the  original  Top  Secret 
classification  authority  who  authorizes 
extending  classification  for  more  than 
six  years  is  entered  on  an  “Extended 
by”  line.  In  such  cases  the  reason  for  the 
extension  is  given  in  a  brief,  narrative 
form  on  the  “Reason  for  Extension”  line 
(e.g..  “effects  long-term  SSNM 
safeguards”).  In  cases  where 


classification  guides  or  bulletins  require 
extension,  the  guide  or  bulletin  is  also 
indicated. 

(7)  Downgrading  date  or  event 
Dociunents  containing  solely  National 
Security  Information  may  also  contain  a 
downgrading  date  or  event  If  the 
classifier  is  aware  that  the  document 
should  be  downgraded  automatically  at 
any  particular  time,  the  fact  shall  be 
indicated  on  the  face  of  the  document  as 
follows: 

Downgrade  to - on - 

(d)  Classification  Markings.  The 
highest  classification  marki^  assigned 
to  a  document  shall  be  placed  in  a 
conspicuous  fashion  in  letters  at  the  top 
and  bottom  of  the  outside  of  the  front 
covers  and  title  pages,  if  any,  and  first 
and  last  pages  on  which  text  appears,  on 
both  bound  and  unbotmd  documents, 
and  on  the  outside  of  back  covers  of 
bound  documents.  The  balance  of  the 
pages  shall  be  marked  at  the  top  and 
bottom  either  with: 

(1)  The  classification  marking 
assigned  to  the  document,  or 

(2)  The  classification  maridng 
required  by  their  content,  or 

(3)  The  maridng  UNCLASSIFIED  if 
they  have  no  classified  content 

(e)  Additional  markings.  (1)  If  the 
dociunent  contains  any  form  of 
Restricted  Data  it  shall  bear  the 
appropriate  marking  on  the  first  page  of 
text,  on  the  front  cover  and  title  page,  if 
any.  For  example: 

Restricted  Data 

This  document  contains  Restricted  Data  as 
defined  in  the  Atomic  Energy  Act  of  1954. 
Unauthorized  disclosure  subject  to 
Administrative  and  Criminal  sanctims. 

(2)  If  the  document  does  not  contain  a 
form  of  Restricted  Data  but  does  contain 
National  Secimty  Information,  it  shall 
bear  the  following  marking,  on  the  first 
page  of  text,  on  the  front  cover  and  title 
page,  if  any: 

National  Security  Information 

Unauthorized  disclosure  subject  to 
Administrative  and  Criminal  Sanctions 

(3)  Limitation  on  reproduction  or 
dissemination.  If  the  originator  or 
classifier  determines  that  reproduction 
or  further  dissemination  of  a  dociunent 
should  be  restricted,  the  following 
additional  wording  may  be  placed  on 
the  face  of  the  dociunent: 

Reproduction  or  Further  Dissemination 
Requires  Approval  of 

If  any  portion  of  this  additional  marking  does 
not  apply,  it  should  be  crossed  out 

(f)  Portion  markings.  In  addition  to  the 
information  required  on  the  face  of  the 
document,  each  classified  document  is 
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required,  by  marking  or  other  means,  to 
indicate  clearly  which  portions  are 
classified  (e.g.,  paragraphs  or  pages)  and 
which  portions  are  not  classified.  The 
symbols  (S)  for  Secret,  (C)  for 
Confidential,  (U)  for  Unclassified,  (RD) 
for  Restricted  Data,  or  (NSI)  for  National 
Security  Information  may  be  used 
immediately  preceding  or  following  the 
text  to  which  it  applies  except  that  the 
designation  shall  follow  titles  or 
subjects.  (Portion  marking  of  paragraphs 
is  not  required  for  documents  containing 
Restricted  Data.)  If  such  portion  marking 
is  not  practicable,  the  document  must 
contain  a  description  sufficient  to 
identify  the  classified  information  and 
the  unclassified  information. 

Example 

Pages  1-3  Secret  National  Security 

Information 

Pages  4-19  Unclassified 

Pages  20-26  Secret  National  Security 

Information 

Pages  26-32  Confidential  National  Security 

Information 

(g)  Documentation.  (1)  All  Secret 
doctunents  shall  bear  on  the  first  page  a 
properly  completed  documentation 
stamp  such  as  the  following: 

Document  No. - 

This  doctunent  consists  of - pages 

Copy  No. - of - copies  Series - 

(2)  The  series  designation  shall  be  a 
capital  letter  beginning  with  the  letter 
“A”  designating  the  original  set  of 
copies  prepared.  Each  subsequent  set  of 
copies  of  the  same  document  shall  be 
identified  by  the  succeeding  letter  of  the 
alphabet.  The  document  number 
identifies  the  originating  ofice,  year  of 
origin,  and  numerical  sequence  of  the 
dociunent  in  the  originating  office. 

(h)  Letter  of  transmittal.  Any 
correspondence  transmitting  National 
Security  Information  and/or  Restricted 
Data  shall  be  marked  with  a 
classification  at  least  as  high  as  its 
highest  classified  enclosure.  The 
classification  may  be  higher  if  the 
enclosures,  when  combined,  warrant  a 
higher  classification  than  any  individual 
enclosure.  When  the  contents  of  the 
letter  of  transmittal  warrant  a  lower 
classification  than  the  highest  classified 
enclosurefs)  or  combination  of  enclosure 
or  require  no  classification,  a  stamp  or 
marking  such  as  the  following  shall  be 
used  on  the  letter: 

When  separated  fivm  enclosures,  handle  this 
document  as - 

(i)  Document  which  custodian 
believes  is  improperly  classified  or 
lacking  appropriate  classification 
markings.  If  a  person  receives  a 
document  which,  in  his  opinion,  is  not 
properly  classified,  or  does  not  have 


appropriate  classification  markings,  he 
shall  immediately  notify  the  sender  and 
suggest  to  the  originator  the 
classification  which  he  believes  to  be 
appropriate.  Whenever  requested,  this 
challenge  of  classification  marking  shall 
be  handled  in  a  manner  which  will 
assure  the  anonymity  of  the  challenger. 
Pending  final  determination  of  proper 
classification,  such  document  shall  be 
safeguarded  in  accordance  with  the 
procedures  required  for  the  highest 
classification  in  questioiL  Where 
unauthorized  disclosure  may  have 
occurred,  a  report  in  accordance  with 
Section  95.57  of  this  Part  is  required. 
Such  reports  shall  be  maintained  for  two 
years  after  final  corrective  action  has 
been  taken. 

(j)  Files,  folders  or  group  of 
documents.  Files,  folders,  binders,  or 
groups  of  physically  connected 
documents  shall  be  marked  at  least  as 
high  as  the  highest  classified  document 
which  they  contain.  A  dociunent 
removed  ^m  the  files,  folders,  binders 
or  groups  shall  be  handled  in 
accordance  with  the  document’s 
respective  classification. 

§  95.39  External  transmission  of 
documents  and  material. 

(a)  Restrictions.  Documents  and 
material  containing  National  Security 
Information  and/or  Restricted  Data 
received  or  originated  in  connection 
with  an  NRG  license  shall  be 
transmitted  only  to  Commission 
approved  security  facilities. 

(b)  Preparation  of  documents. 
Documents  containing  National  Security 
Information  and/or  Restricted  Data 
shall  be  prepared  in  accordance  with 
the  following,  when  transmitted  outside 
an  individual  installation. 

(1)  They  shall  be  enclosed  in  two 
sealed  opaque  envelopes  or  wrappers. 

(2)  The  inner  envelope  or  wrapper 
shall  contain  the  addressee’s  classified 
mail  address  and  the  name  of  the 
intended  recipient.  The  appropriate 
classification  shall  be  placed  on  both 
sides  of  the  envelope  (top  and  bottom) 
and  the  additional  markings,  as 
appropriate,  referred  to  in  Section 
95.37(e)  of  this  Part  shall  be  placed  on 
the  side  bearing  the  address. 

(3)  The  outer  envelope  or  wrapper 
shall  contain  the  addressee’s  classified 
mail  address.  No  classification, 
additional  marking  or  other  notation 
shall  be  affixed  which  indicates  that  the 
dociunent  enclosed  therein  contains 
National  Security  Information  or 
Restricted  Data. 

(4)  A  receipt  which  contains  an 
unclassified  description  of  the 
document,  the  document  number,  if  any, 
date  of  the  document,  copy  number  and 


series,  classification,  the  date  of 
transfer,  the  recipient  and  the  person 
transferring  the  document  shall  be 
enclosed  within  the  iimer  envelope 
containing  the  document  and  shall  be 
signed  by  the  recipient  and  returned  to 
the  sender  whenever  the  custody  of  a 
Secret  document  is  transferred.  Such 
receipting  for  Confidential  National 
Security  Information  or  Confidential 
Restricted  Data  is  at  the  option  of  the 
sender. 

(c)  Methods  of  Transportation.  (1) 
Secret  matter  shall  be  transported  only 
by  one  of  the  following  methods: 

(1)  By  a  messenger-courier  system 
specifically  created  for  that  purpose, 

(ii)  U.S.  registered  mail, 

(iii)  By  protective  services  provided 
by  United  States  air  or  surface 
commercial  carriers  under  such 
conditions  as  may  be  prescribed  by  the 
Commission. 

(iv)  When  emergency  situations 
preclude  the  use  of  any  of  the  above,  by 
specifically  designated  individuals 
possessing  appropriate  NRC  or  other 
Federal  access  authorizations,  and 
written  authority.  Items  being  carried 
should  be  listed  in  an  appropriate 
location  to  permit  their  identification  if 
lost. 

(2)  Confidential  matter  shall  be 
transported  by  one  of  the  methods  set 
forth  in  subparagraph  (1)  of  this 
paragraph,  by  U.S.  first  class,  express  or 
certified  mail.  First  class,  express,  or 
certified  mail  may  be  used  in 
transmission  of  Confidential  documents 
to  the  Canal  Zone,  Puerto  Rico,  or  any 
United  States  territory  or  possession. 

(d)  Telecommunication  of  Classified 
Information.  There  shall  be  no 
telecommunication  of  National  Security 
Information  or  Restricted  Data  unless 
the  secure  telecommunication  system 
has  been  approved  by  the  NRC  Division 
of  Security. 

§  95.41  Accountability  for  secret  matter. 

Each  licensee  or  other  person 
possessing  secret  National  Security 
Information  and/or  Restricted  Data 
shall  establish  an  accountability 
procedure  and  shall  maintain  records  to 
show  the  disposition  of  such  matter. 
Records  reflecting  accountability  and 
disposition  of  classified  matter  shall  be 
maintained  for  two  years  after  its 
disposition. 

§  95.43  Authority  to  reproduce. 

Secret  National  Security  Information 
and/or  Restricted  Data  will  not  be 
reproduced  without  the  written 
permission  of  the  originator,  his 
successor  or  higher  authority. 
Confidential  National  Security 
Information  and/or  Confidential 
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Restricted  Data  may  be  reproduced  to 
the  minimum  extent  necessary 
consistent  with  efficient  operation 
without  the  necessity  for  permission. 

§  95.45  Changes  in  classification. 

(a)  Documents  containing  National 
Security  Information  and/or  Restricted 
Data  shall  not  be  downgraded  or 
declassified  except  as  authorized  by  the 
Commission  or  the  declassihcation  and 
downgrading  markings  described  in 

§  95.37c  (5)  and  (7).  Requests  for 
downgrading  or  declassifying  any 
National  Security  Information  and/or 
Restricted  Data  should  be  forwarded  to 
the  NRC  Division  of  Security.  Requests 
for  downgrading  or  declassifying  of 
Restricted  Data  will  be  coordinated  as 
appropriate  by  the  NRC  Division  of 
Security  with  the  Department  of  Energy. 

(b]  If  a  change  of  classihcation  or 
declassification  is  approved  the 
previous  classification  marking  shall  be 
cancelled  and  the  following  statement, 
properly  completed,  shall  be  placed  on 
the  first  page  of  the  document: 
Classification  canceled  (or  changed  to) 


(Insert  appropriate  classiflcation) 
by  authority  of 


(Person  authorizing  change  in  classification) 

by 


(Signature  of  person  making  change  and  date 
thereof) 

Any  persons  making  a  change  in 
classification  or  receiving  notice  of  such 
a  change  shall  forward  notice  of  the 
change  in  classification  to  holders  of  all 
copies  as  shown  on  their  records. 

§  95.47  Destruction  of  matter  containing 
national  security  information  and/or 
restricted  data. 

Documents  containing  National 
Security  Information  and/or  Restricted 
Data  may  be  destroyed  by  burning, 
pulping,  or  another  method  that  assures 
complete  destruction  of  the  information 
which  they  contain.  The  method  of 
destruction  must  preclude  recognition  or 
reconstruction  of  the  classiHed 
information.  Any  doubts  on  methods 
should  be  referred  to  the  NRC  Division 
of  Security.  If  the  document  contains 
Secret  National  Security  Information 
and/or  Restricted  Data  a  record  of  the 
subject  or  title,  document  number,  if 
any,  originator,  its  date  of  origination, 
its  series  designation  and  copy  number, 
and  the  date  of  destruction  shall  be 
signed  by  the  person  destroying  the 
document  and  shall  be  maintained  in  the 
office  of  the  custodian  at  the  time  of 
destruction.  Such  destruction  records 


shall  be  maintained  for  a  period  of  two 
years. 

§  95.49  Security  of  automatic  data 
processing  (ADP)  systems. 

Classified  data  or  information  shall 
not  be  processed  or  produced  on  an 
ADP  system  unless  the  system  or 
procedures  to  protect  the  classified  data 
or  information  have  been  approved  by 
the -NRC  Division  of  Security. 

§  95.51  Retrieval  of  classified  matter 
following  suspension  or  revocation  of 
access  authorization. 

In  any  case  where  the  access 
authorization  of  an  individual  is 
suspended  or  revoked  in  accordance 
with  the  procedures  set  forth  in  Part  25 
of  this  chapter  the  licensee  or  licensed 
related  organization  shall,  upon  due 
notice  from  the  Commission  of  such 
suspension  or  revocation,  retrieve  all 
National  Security  Information  and 
Restricted  Data  possessed  by  the 
individual  and  take  such  action  as 
necessary  to  preclude  that  individual 
having  fiu'ther  access  to  such 
information. 

§  95.53  Termination,  suspension  or 
revocation  of  security  facility  approval. 

(a)  If  the  need  to  use,  process,  store, 
reproduce,  transmit  or  handle  classified 
matter,  no  longer  exists,  the  security 
facility  approval  will  be  terminated.  The 
facility  may  deliver  all  documents  and 
materials  containing  National  Security 
Information  and  Restricted  Data  to  the 
Commission  or  to  a  person  authorized  to 
receive  them;  or  the  facility  may  destroy 
all  such  documents  and  materials.  In 
either  case  the  facility  must  submit  a 
certification  of  nonpossession  of 
National  Security  Information  and 
Restricted  Data  to  the  NRC  Division  of 
Security. 

(b)  In  any  instance  where  security 
facility  approval  has  been  suspended  or 
revoked  based  on  a  determination  of  the 
Commission  that  further  possession  of 
classified  matter  by  the  facility  would 
endanger  the  common  defense  and 
national  security,  the  facility  shall,  upon 
notice  from  the  Commission, 
immediately  deliver  all  classified 
documents  and  materials  to  the 
Commission  along  with  a  certificate  of 
nonpossession  of  National  Security 
Information  and  Restricted  Data. 

§  95.55  Continued  applicability  of  the 
regulations  in  this  part 

The  suspension,  revocation  or  other 
termination  of  access  authorization  or 
security  facility  approval  shall  not 
relieve  any  person  fi'om  compliance 
with  the  regulations  in  this  part. 


§  95.57  Reports. 

Each  licensee  or  other  person  having  a 
security  facility  approval  shall 
immediately  report  to  the  Director  of  the 
appropriate  Nuclear  Regulatory 
Commission  Inspection  and 
Enforcement  Regional  Office  listed  in 
Appendix  A,  10  CFR  Part  73: 

(a)  Any  alleged  or  suspected  violation 
of  the  Atomic  Energy  Act,  Espionage 
Act,  or  other  Federal  statutes  related  to 
National  Security  Information  and/or 
Restricted  Data. 

(b)  Any  infractions,  losses, 
compromises  or  possible  compromise  of 
National  Security  Information ‘hnd/or 
Restricted  Data  or  classified  documents 
not  falling  within  paragraph  (a)  of  this 
section. 

In  addition,  the  licensee  or  other  person 
shall  submit  to  the  NRC  Division  of 
Security  NRC  Form  790  (Classification 
Record)  whenever  a  document 
containing  National  Security 
Information  and/or  Restricted  Data  is 
generated.  Similarly,  the  NRC  Division 
of  Security  shall  be  notified  whenever  a 
document’s  classification  is  changed. 

§  95.59  inspections. 

The  Commission  shall  make  such 
inspections  and  surveys  of  the  premises, 
activities,  records,  and  procedures  of 
any  person  subject  to  the  regulations  in 
this  part  as  the  Commission  deems 
necessary  to  effect  the  purposes  of  the 
Act,  E.0. 12065  and  Commission  rules. 

Violations 

§  95.61  Violations. 

An  injunction  or  other  court  order 
may  be  obtained  prohibiting  any 
violation  of  any  provision  of  the  Act  or 
any  regulation  or  order  issued 
thereunder.  Additionally,  National 
Security  Information  is  protected 
pursuant  to  the  requirements  and 
sanctions  of  E.0. 12065.  In  addition  any 
person  who  willfully  violates  these 
provisions  may  be  guilty  of  a  crime,  and 
upon  conviction,  may  be  punished  by 
fine  or  imprisonment  or  both,  as 
provided  by  law. 

Appendix  A. — Classification  Guide  for 
Safeguards  Information 

Table  of  Contents 
Introduction 

Classification  Guidance 

100  Material  Control  and  Accountability. 

110  SSNM  Quantities. 

120  SSNM  Measurement  Data. 

130  Material  Control  and  Accounting 
Plans. 
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150  Other  Items  Pertaining  to  Material 
Control  and  Accounting. 
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220  Intrusion  and  Detection  Alarm 
Systems. 
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230  Plant  Radio  and  Telephone 
Communication  Systems. 

240  Tamper  Indicating  Seals. 

250  Keys,  Locks  and  Combinations. 

260  Threat  Response  Capability  and 
Procedures. 

•  270  Personal  Verification  Codes. 

280  Audit  and  Assessment  Information.  ^ 
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300  in-Transit  Protection  of  SSNM. 

310  Shipment  Contents. 

320  Schedules  and  Itinerary  For  Specific 
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330  SECOM  Operations. 
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360  Communications  Coordination  with 
Local  Law  Enforcement  Agencies. 

370  Guard  Organization  and  Capabilities. 

380  Secure  Transport  Vehicles. 

400  Safeguards  analyses  and  Plans. 

410  Diversion  or  Sabotage  Vulnerability 
Studies. 

420  Plans  for  Response  to  Threats. 

500  Safeguards  Research,  Development. 
Tests,  and  Evaulation. 

510  Generia 

520  Conceptual  Studies. 

530  Evaluations. 

540  Specific  Performance  Capabilities  or 
Vidnerabilities. 

550  Hardware. 

Classification  Guide  for  Safeguards 
Information 

Introduction 

A.  Purpose.  To  provide  security 
classiBcation  guidance  for  the  safeguarding 
of  information  about  certain  nuclear  material 
or  facilities. 

B.  Scope.  This  guide  provides  for  the 
classification  of  information  concerning:  (1) 
Reactor  and  research  facilities  which  have 
nonself-protecting  formula  quantities  of 
strategic  special  nuclear  material  (SSNM];  (2) 
shipment  activities  involving  nonself- 
protecting  formula  quantities  of  SSNM;  and 

(3)  fuel  cycle  facilities  authorized  to  possess 
or  use  nonself-protecting  formula  quantities 
of  SSNM. 

For  convenience,  this  guide  divides 
safeguards  information  into  the  following  five 
categorjes;  (1)  Material  control  and 
accountability;  (2)  physical  protection  at 
fixed  sites;  (3)  in-transit  protection  of  SSNM; 

(4)  safeguards  analyses  and  plans;  and  (5) 
safeguards  research,  development,  test,  and 
evaluation. 

C.  Basic  Policy.  The  principle  which 
underlies  the  policy  for  classification  of 
safeguards  information  is  to  provide  the 
maximum  possible  information  to  the  public, 
while  at  the  same  time  protectiong  against 
unauthorized  disclosure  of  information  which 
could  cause  identifiable  damage  to  the 
national  security.  Such  information  includes: 

(1)  Information  fi-om  SSNM  accounting  and 
control  systems  that  could:  (a)  Facilitate 
assistance  to,  frustrate  or  delay  the  detection 
of,  or  the  response,  to,  the  attempted  theft  or 
diversion  of  formula  quantities  of  nonself- 
protecting  SSNM;  (b]  enhance  the  credibility 
or  frequency  of  nuclear  threats; 

(2)  Information  that  could  facilitate 
carrying  out  a  successful  sabotage  mission 
against  any  facility  or  activity  involving 


formula  quantities  of  ncmself-protecting 
SSNM; 

(3)  Information  that  could  facilitate 
carrying  out  a  successful  theft  or  diversion  or 
formula  quantities  of  nonself-protecting 
SSNM. 

Safeguards  information  placed  officially  in 
the  public  domain  or  obtainable  by  visual 
access  from  uncontrolled  areas  is 
unclassified. 

Retention  of  safeguards  information  is 
subject  to  authorized  records  disposition 
shedules. 

This  guide  is  approved  for  use  by  Nuclear 
Regulatory  Commission  (NRC),  NRC 
contractors,  licensees,  and  other  personnel  in 
classifying  safeguards  information. 

D.  Use  of  this  Guide: 

1.  Information  designated  as  either 
"Confidential  or  Secret"  in  this  guide  will  be 
classified  accordingly  by  users  of  the  guide. 
This  guide  constitutes  a  record  of  an  origihal 
classification  decision  by  the  approving 
authority  and  directs  the  derivative 
classification  of  information  which  the  guide 
indicates  is  classified.  Any  questions 
concerning  the  applicability  of  this  guide 
should  be  directed  to  the  Director,  Division  of 
Security,  Nuclear  Regulatory  Commission, 
Washington,  D.C.  20555. 

2.  Certain  topics  indicate  that,  information 
to  which  they  apply  may  be  either 
Confidential  or  Secret.  Application  of  these 
topics  requires  informed  judgment  based  on 
knowledge  of  the  overall  context  of  the 
information.  Any  questions  concerning  the 
applicability  of  this  guide  should  be  directed 
to  the  Director,  Division  of  Security,  Nuclear 
Regulatory  Commission,  Washington,  D.G 
20555. 

3.  In  some  cases,  more  detailed 
supplementary  guides  may  be  required. 
Proposals  for  such  guides  should  be 
forwarded  to  the  Director,  Division  of 
Security,  Nuclear  Regulatory  Commission, 
Washington,  D.C.  20555. 

4.  Compilations  of  unclassified  information 
are  generally  considered  to  be  unclassified 
unless  some  additional  factor  is  added  in  the 
process  of  compilation.  For  example:  (a)  The 
fact  that  the  information  is  complete  for  its 
intended  purposes  maybe  calssified;  or  (b) 
the  fact  that  compiled  information  represents 
an  official  evaluation  maybe  classified. 

5.  Care  should  be  taken  that  the 
declassification  of  a  document  does  not 
violate  provisions  of  the  guide  when 
evaluated  in  connection  with  information 
already  unclassified. 

6.  If  classified  information  can  be  discerned 
from  the  use,  presence,  or  capabilities  of  any 
equipment,  the  equipment  will  be  classified 
at  the  level  of  and  as  long  as  classified 
information  can  be  discerned  frt>m  the 
equipment. 

E.  Definitions  used  in  the  Guide: 

1.  Formula  Quantity  of  Strategic  Special 
Nuclear  Material  (SSNM} — (sometimes 
referred  to  as:  formula  grams,  trigger 
quantity,  strategic  quantity,  threshold 
quantity  and  significant  quantity],  a  formula 
quantity  of  strategic  special  nuclear  material 
is  5,000  grams  or  more  computed  by  the 
formula,  grams = (grams  contained  U- 

235]  4-2.5  (grams  IJ-233+ grams  Pu). 

2.  Inventory  Difference  {ID} — (formerly 
Matericd  Unaccounted  For  (MUF}} — the 


algebraic  difference  between  a  physical 
inventory  and  its  concomitant  book  inventory 
after  determining  that  all  known  removals 
and  additions  have  been  reflected  in  the  book 
inventory.  It  is  calculated  by  subtracting 
ending  inventory  plus  removals  from 
beginning  inventory  plus  additions  to 
inventory. 

3.  Material  Access  Area— any  location 
which  contains  special  nuclear  material 
within  a  vault  or  a  building,  the  roof,  walls, 
and  floor  of  whidi  eadi  constitutes  a 
physical  barrier. 

4.  Material  Control  and  Accounting  Plan — 
a  site  specific  document  (or  group  of 
documents]  that  gives  a  con^prehensive 
description  of  the  measures  employed  in  the 
material  control  and  accounting  program. 

5.  National  Security  Information  (NSI} — 
information  or  material  collectively  termed 
information,  that  is  owned  by.  produced  for 
or  by,  under  the  control  of,  or  regulated  by, 
the  United  States  Government,  and  that  has 
been  determined  pursuant  to  Executive  Order 
12065  or  prior  Executive  Orders  to  require 
protection  against  unauthorized  disclosure, 
and  that  is  so  designated. 

6.  Nuclear  Facility — any  facility  for 
originating,  producing,  using,  shipping, 
receiving  or  storing  formula  quantities  of 
nonself-protecting  SSNM. 

7.  Physical  Security  Plan — a  site  specific 
document  (or  group  of  documents]  that 
provides  a  comprehensive  description  of  the 
measures  employed  for  the  physical 
protection  of  nuclear  facilities  and  materials 
against  sabotage,  theft,  or  diversion  of 
formula  quantities  of  nonself-protecting 
SSNM. 

8.  Reporting  Entity — a  licensee  or 
contractor  which  has  been  assigned  a  unique 
reporting  identification  symbol  (RIS]  by  NRC 
or  the  Department  of  Energy  (DOE]  and  is 
required  to  submit  periodic  material  status 
reports  (NRC/DOE  Form  743]  identified  by 
the  RIS. 

9.  Restricted  Data  (RD} — defined  in  the 
Atomic  Energy  Act  of  1954,  as  amended,  as 
“all  data  concerning  (1]  design,  manufacture, 
or  utilization  of  atomic  weapons;  (2]  the 
production  of  special  nuclear  material;  or  (3] 
the  use  of  special  nuclear  material  in  the 
production  of  energy;  but  shall  not  include 
data  declassified  or  removed  from  the 
Restricted  Data  category  pursuant  to  Section 
142.” 

10.  Secom — a  nationwide  high  frequency 
radio  system  which  provides  a  means  of 
communicating  with  and  monitoring  the 
progress  of  SNM  shipments  moving  in  the 
DOE  transportation  safeguards  system. 

11.  Self-Protecting  Strategic  Special 
Nuclear  Material — SSNM  which  is  not 
readily  separable  from  other  radioactive 
material  and  which  has  a  total  external 
radiation  dose  rate  in  excess  of  100  rems  per 
hour  at  a  distance  of  3  feet  from  any 
accessible  surface  without  intervening 
shielding. 

12.  fecial  Nuclear  Material  (SNM} — (1] 
plutonium,  .uranium-233,  uranium  enriched  in 
the  isotope-233  or  in  the  i80tope-235,  and  any 
other  material  which  the  Commission, 
pursuant  to  the  provisions  of  Section  51  of  the 
Atomic  Energy  Act,  as  amended,  determines 
to  be  spedal  nuclear  material,  but  does  not 
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include  source  material:  or  (2)  any  material 
artifically  enriched  by  any  of  the  foregoing 
but  does  not  include  source  material. 

13.  Strategic  Special  Nuclear  Material 
(SSNM)— uranium-235  (contained  in  uranium 
enriched  to  20  percent  or  more  in  the  U-235 
isotope),  uranium-233,  or  plutonium. 

F.  Declassification  and  Review  for 
Declassification — E  O.  12065.  Restricted  Data 
does  not  require  a  date  for  declassification  or 
a  date  for  review  for  declassification. 
National  Security  Information  identified  in 
this  guide  wiU  be  marked  for  declassification 
or  review  for  declassification  as  specified  by 
the  applicable  topic  of  this  guide.  This  guide 
has  been  approved  by  an  original  Top  Secret 
classification  authority.  All  classification 
durations  in  this  guide  beyond  six  years  have 
been  used  only  when  it  was  determined  that 
identifiable  damage  to  national  security,  such 
as  that  stated  in  Section  C,  above,  could  still 
be  expected  to  result  throughout  the  entire 
period  the  classification  will  be  in  effect. 

G.  Abbreviations.  The  following 
abbreviations  are  used  in  this  guide: 

S — Secret. 

C — Confidential. 

U — Unclassified. 

RO — ^Restricted  Data. 

NSI — National  Security  Information. 

SSNM — Strategic  Special  Nuclear  Material. 

Classification  Guidance 

100  Materia!  Control  and 
Accountability. 

1 1 0  SSNM  quantities. 

111  Total  quantities  of  SSNM  U. 
at  any  given  time  by  total 
plant 

112  Total  quantities  at  any  CNSF-Review  for 

given  time  of  SSNM  by  declassification  at  the 

designated  vault  and  vault-  end  of  7  years. 

type  storage  areas. 

Note. — Inventories  of  SSNM  for  classified  DOE  programs 
(e.g.,  production,  naval  reactors)  will  be  classified  in  accord¬ 
ance  with  DOE  guidance  applicable  to  those  programs. 

120  SSNM  Measurement  Data 

121  Measurement  accuracy  U. 

required  by  unclassified 
regulations  (e.g.,  10  CFR 

Part  70). 

122  Measurement  U. 

uncertainties  associated  with 
bulk  and  analytical 
measurements  that  are 

typical  for  the  nuclear 
ittdustry  provided  information 
classified  by  other  topics  in 
this  guide  is  not  revealed. 

123  The  Limit  of  Error  on  CNSI— Review  for 

inventory  Difference  (LEID)  declassification  at  the 
(or  individual  material  end  of  7  years, 

balance  period  or  on  a 

cumulative  period  basis. 

130  Material  Control  and 
Accounting  Plans. 

131  Plans  submitted  in  U. 

accordance  with  10  CFR  Part 
70  which  contains  details  of 
the  licensee  plan  for  the 
material  control  and 
accounting  programs. 

These  include  frequency  and  schedule  of  SSNM  inven¬ 
tories,  and  measurement  control,  including  equipment  meth- 
odok)^,  quality  assurance,  destructive  arKf  norxleslructive 
analyses,  audit  and  organization. 

140  Quantitative  SSNM  Balance 
Data 

The  classification  guidance  in  these  toplos  applies  to  SSNM 
balance  Information  not  classified  by  other  guides,  e^).  pro¬ 
duction  or  naval  reactors;  classified  topics  In  such  guides  take 
prcedence  where  applicable. 

141  Receipts _ U. 

142  Shipments.^— - U. 

But  see  Topic  312. 


declassification  at  the 
end  of  20  years. 


143  Other  removals:  — 
measured  dncards,  decay 
losses,  and  losses  due  to 
fission  and  transmutation  and 
»- 

143.1  Total  “other  U. 

removals''. 

143.2  Itemized  "other  U-CNSI— See 

removals''  lor  a  reporting  declassification  note 
period.  (or  Topic  144. 

U  when  ID  is  unclassified.  See  Topic  144. 

144  Inventory  Difference  in  CNSI.* 

any  artKiunL 

150  Other  Items  Pertaining  to 
Material  Control  and 
Accounting. 

161  Any  computer  output  CNSI — See  143.2  or 

(fisplays  or  printouts  which  Topic  144  for 

provide  iternized  "other  applicable 

removals'’  or  hwentory  declassification 

difference  data.  marking. 

200  Physical  Protacbon  at  Fated 
Sites. 

201  The  physical  security  plan  C-SNSI— Review  for 

for  a  nuclear  facility  or  site.  declassification  at  the 
Plans  may  be  SNSI  in  end  of  20  years, 

accordance  with  other 
applicabla  classification 
guktanca. 

Secret  if  significant  vulnerability  is  revealed,  e.g.,  degree  of 
seriousrtess,  or  explicit  rrreans  of  penetrating  existing  security 
defenses  are  disclosed.  See,  for  example.  Section  400  of  this 
guide. 

210  Site  and  Facility 
Descriptioa 

^  211  Only  the  general  layout  U. 

that  can  be  seen  from 
UTKxxrtrolled  areas  and  which 
does  not  identify  a 
vulnerability.  This  general 
layout  may  include:  buildings, 
p^ng  areas,  access  roads, 
fertces,  outside  storage 
areas,  natural  terrain, 
landscaped  areas,  tunnels, 
storm  atxl  waste  sewers, 
water  intake  and  discharge 
conduits,  culverts,  creeks, 
canals,  and  any  other 
physical  characteristics  such 
as  features  of  buildings, 
barriers,  fences,  guard 
stations,  etc.. 

212  Site  specific  “as  buitt”  CNSI— Review  for 

drawings,  diagrams,  declassification  at  the 

sketches,  maps,  etc.,  end  of  20  years, 

showing  iderttity  together 

with  location  and/or 
description  of  facility  features 
of  special  interest  because  of 
their  relationship  to  the 
physical  security  system,  that 
if  revealed  could  facilitate 
theft  or  diversion  of  SSNM, 
or  sabotage  of  a  facility. 

But  see  Topics  211,  213  and  221. 

213  Scope,  conceptual  U. 

design,  and  corrstruction 
drawings  showing  contruction 
characteristics  of  buildings 

and  associated  ferx^ing, 
electrical  artd  other  utility, 
system  layouts. 

But  see  Topic  212. 

214  Government  sponsored  C-SNSI— Review  for 

or  required  evaluatione  of  declassification  at  the 

site-specific  construction  end  of  20  years. 

features  or  physical  security 

barriers  revee^ 

vulnerabilities  or  limitations 

which  could  facilitate 

penetrating  or  by-passing 

physical  security  barriers. 

Secret  if  sigriificanL  vulnerability,  e.g.,  degree  of  serious¬ 
ness,  or  explicit  means  of  defeating  these  systems  is  re¬ 
vealed. 

*May  be  declassified  after  a  period  of  six  months  from  date 
of  Invwitory  assessment  provided  (a)  any  resulting  investiga- 
lion  is  oonipleted,  and  (b)  the  initial  classification  deiermina- 
lion  was  not  due  to  extenuating  circumstances.  ID  data  re¬ 
mains  classified  for  the  duration  of  an  inveetigation. 


220  Intrusion  and  Detection 
Alarm  Systems. 

Indudea  Manually  Activated  Duress  Alarms. 

221  Scope,  conceptual  CNSI— Review  for 

design,  and  construction  piaa  declassification  at  the 

end  of  20  years. 


CNSI— Review  (or 
declassification  at  the 
end  of  20  years. 


C-SNSI — Review  for 
declassification  at  the 
end  of  20  years. 


See  Topic  222. 

222  As  installed  detafis  of  CNSI— Review  for 

alarms  system  layout,  dedasaification  at  the 

location,  and  elecirical  and  of  20  years, 

design  that  if  rfisdosed  could 
facilitate  gaining 
unauthorized  access  to 
SSNM,  nuclear  (acuities,  or 
classified  information. 

223  Vendor  hardware  U. 

performance  specifications. 

Specifications  for  vendor 
custom  design  equipment 
may  ba  dasaifiad. 

224  Information,  inckxfing  the  CNSI— Review  for 


effect  of  specific 
morfifications,  revealing  in- 
place  operating  capability 
that  U  (fisclosed  facilitates 
bypassing  such  systems. 

225  Security-relaM 
vulnerability  or  weakness. 


declassification  at  the 
end  of  20  years. 


225  Security-related  C-SNSI— Review  for 

vulnerability  or  weakness.  declassification  at  the 

end  of  7  years. 

Secret  if  significant  vulnerability  la  revealed,  e.g.,  degree  of 
seriousness  or  explicit  meairs  of  defeating  these  systems. 
225.1  Vulnerability  U. 

information  drecUy 
available  from  vendor 
specifications. 

226  Serrsitivity  levels  or  fimits  CNSI— Declassify  at  the 


to  which  installed  systems 
have  been  set 


end  of  6  years  if  a 
predictable  pattern  is 
not  revealed. 


C-SNSi— Review  for 
declassification  at  the 
end  of  7  years. 


230  Plant  Radk)  and  Telephone 

Communicalion  Systems. 

231  Government  sponsored  C-SNSI — Review  for 

or  required  evaluations  of  declassification  at  the 
site-specific  existing  plant  end  of  7  years, 
radio  and  telephone 
communications  systems 
revealmg  vulnerabilities  or 
limitations  in  operating 
capability  or  procedures. 

Secret  U  significant  vulnerability  is  revealed,  e.g.,  degree  of 
seriousness  or  explicit  means  of  defeating  these  systems. 

240  Tamper  Indicating  Seals. 

241  Information  revealing  C-SNSi— Review  for 

ways  of  successfully  declassification  at  the 

circumventing  seals  which  end  of  7  years. 

are  used  to  protect  SSNM. 

Secret  if  explicit  means  of  successfully  bypassing  seals  are 
disclosed. 

242  Methodology  of  U. 

manufacture. 

243  Methodology  of  U. 

application. 

250  Keys,  Locks,  and 

Combinations. 

251  Generic  types  and  U. 

models  of  keys  and  locks 
used. 

252  Mechanical  key  design,  C-SNSI. 

e.g.,  key  cut  depths  coding 

systems  which  are  used  to 
protect  areas  of  a  security 
interesL 

Classify  consistent  with  the  level  and  duration  of  classifica¬ 
tion  of  information  being  protected,  may  be  RD. 

253  Contbinations  and  codes .  C-SNSI. 

Classify  consistent  with  the  level  and  duration  of  dassifica- 
lion  of  information  being  protected,  may  be  RD. 

254  Site-specific  evaluation  of  C-SNSI— Review  for 

lock  or  door  locking  systems  declassification  at  the 
that  reveals  vulnerability.  end  of  7  years. 

Secret  if  explicit  means  of  surreptitiously  gaining  access  are 
(fisclosed. 

260  Threat  Response  Capabifify 

and  Procedures. 

See  also  Section  400,  Safeguards  Analyses  and  Plans. 

261  Number  of  security 
personnel.. 
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261.1  Infomurtion  avaitabto  U. 
by  visual  aocet*  from 
uocontrollad  afaaa  to 


routine  guild  patrol 
activitiaa. 

261.2  Total  security 
personnel  available  onsile 
at  a  particular  time  for  a 
allear  particular  activity 
tnetuding  number  and  type 
at  waapona,  Ollier  than 
standard  sideamt 

261.3  Guard  force 
deployment  plan  or 
scheme. 

261.4  Size  and  armament 
of  in-house  resenre  forces. 

262  Contingency  Plans. - 

262.1  Response  to  a 
specific  threat,  e.g., 
dtapoailion,  awnanent  or 
plannad  roaponse  of 
saouribr  foioaaincludkig 
number  of  personnel 
responding  to  specific 
incidents. 


CNSI— Review  for 
declassification  at  the 
endof /yoars. 


CNSI  ■Review  for 
dedassHicstion  at  the 
end  of  7  years. 

CNSI  Raviow  for 
dedaasification  at  the 
andofTyaars. 

C—5NSI— Review  for 
declassification  at  the 
and  of  7  years. 


Secret  when  ro venting  increased  degree  of  vulnerability  of 
a  sNe  as  a  reauR  of  a  specific  action. 


262.2  Arrangements  with  U. 
local,  sMa,  and  federal 
law  anforcemant  units. 


See  Topic  262.1. 

262.3  Numerical  threat 
level  for  contingency 
planning. 

263  Response  Time  of 
Quarxis  and  Back-Up  Force.. 
263.1  Response  time 
required. 


CNSI— Review  for 
declassification  at  the 
end  of  7  years. 


U-CNS1 — Review  for 
declassification  at  the 
end  of  7  years. 


Unotassifiod  If  staled  in  unclassified  NRC  manual  chapters 
or  legulalions. 

263.2  Actual  response  time  C-SNSI— Review  for 
capabilities.  dedaasification  at  the 

end  of  7  years. 


Secret  when  revealing  increased  degree  of  vulnerability  of 
a  site  as  a  result  of  a  specific  action. 


264  Security  Patrols _ 

264.1  Procedures, 
schedules  wrd  frequency 
lor  routine  security  tours. 


264.2  Actual  prearranged 
schedule  including  the 
specific  times  and 
iocatkxis. 

270  Personai  Verification 
(Emergency  or  CXjress)  Codes 
and/or  How  They  Are  Used. 

280  Audit  and  Assessment 


CNSI— Declassify  after 
6  months  provided 
significant  patterns  of 
patrols  and  times  are 
not  revealed. 

CNSI — Declassify  at  the 
and  of  6  months. 


CNSI— Declassify  at  the 
end  of  7  years. 


Information. 


281  General  methods  for  U. 


auditing  of  physical  security 
measures  or  assessing  of 
these  measures. 

282  General  procedures  for 
routine  inspection  arxl  testing 
of  equipment  (e.g.,  barriers, 
alarrris,  communications). 

283  Government  sponso^ 
or  required  evaluations  of 
security  systems  revealing 
vulrrerabilities  or  Imritations  In 
physical  security  measures, 
operating  procedures  or 
personnel  capabilities. 


C-SNSI — Review  for 
declassification  at  the 
end  of  7  years. 


Secret  U  significant  vulnerabilities  are  revealed,  e.g.,  degree 
of  seriousness  or  explicit  means  of  penetrating  security  de¬ 
fenses. 


290  Miscellaneous. 

261  Dotailed  reports  of  CNSI— Review  for 

attempted  or  successful  declassification  at  the 

penetration  of  nuclear  end  of  7  years, 

facilities  and  attempted  or 
successful  dhrersion  or  theft 
of  special  nuclear  material 
within  or  from  a  nuclear 
facility. 

Reports  of  facts  of  attempted  or  successful  penetration  or 
diversions,  without  further  eliteoration,  are  urxtiassified. 

Information  covered  by  this  topic  is  declassified  when  oper¬ 
ationally  necesary  to  repel  attacks  or  recover  stolen  SSNM. 


292  Reports  of  other  unusual  U. 
or  abnormal  occunences  or 
incidents,  the  release  of 
which  would  not  reveal 
security-related  vulnerabilities. 


293 

Administrative  control 

U. 

procedures. 

U. 

264 

Comptete  emergency 

plans  such  as  fira,  safety  and 
radiological  emergency  iilans 
provided  they  do  not  reveal 
Information  dasaMted  by 
other  topics  of  this  guide. 

300  In-Transit  Protection  of 

SSNM. 

Topics  in  this  section  apply  only  to  shipments  of  formula  or 
greater  quantllies  of  SSNM. 

Certain  classification  guidance  In  the  area  tS  li>4tanatt  pro¬ 
tection  is  classified. 

301  Fact  that  SSNM  shipments  U. 
ore  protected  by  various 
urrspedfied  means. 

302  Information  regarding  U. 

operations,  shiptnants.  routing 
and  protection  available  as  a 
result  of  urrcontrolled  visual 
access  to  the  shipment  when  M 

is  in  progress. 

303  Fact  of  use  of  any  shipment  U. 
mode,  ajo-,  ak,  ml,  Iruok.  ship, 
etc. 

310  Shipnwnt  Contents. 

The  classification  guidance  in  this  section  applies  to  ship¬ 
ment  composition  information  not  classified  hy  other  guides, 
e.g.,  those  relalirtg  to  production,  weapons,  or  naval  reactors; 
classified  topics  in  such  guides  take  praoederwe  where  appli¬ 
cable. 

Shipment  contents  informteion  for  a  specific  shipment  is 
declassifed  when  it  is  determined  to  be  iwoessary  to  release 
such  information  in  the  event  of  an  operational  exigency,  e.g., 
vehicle  accktent 


311  Fact  that  a  specific 
shipment  contains 
radioactive  material. 

311.1  Any  further 
elaboration  as  to  identity  or 
composition  of  the 
material,  e.g.,  fact  that  it  is 
SSNM,  fact  that  it  is  PU  or 
U. 


812  Quantity  of  SSNM  in  a 
particular  shipmartt 


a 


CN8I— Mterbe 
declassified  after 
arrival  of  ohipment  at 
final  destination 
provided  neither 
classified  shipping 
patterns  nor  Other 
informteion  classified 
by  this  guide  is 
revealed. 

CNSI— Maybe 
declassified  after 
arrival  of  shipment  at 
final  destination 
provided  neither 
daaoified  shipping 
patterns  nor  other 
irifownatlon  classified 
by  this  guide  is 
reveafsd. 


312.1  Number  and  size  of 
packages  provided  that  the 
information  classified  by 
other  topics  of  this  or  other 
applicable  guides  is  not 
revealed. 

320  Schedules  and  Itinerary  for 
Specific  Shipment 
A.  Total  Hineraty  is  deciassified 
when  it  is  determined  to  be 
necessary  to  release  such 
infotmation. 


1.  To  uncleared  commerciai 
carrierfs)  selected  to  move 
a  shiptnenKs). 

2.  In  the  process  Of  filing 
fli^  plara  with  FAA. 

B.  Individual  items  of  schedule 
information,  less  than  the  * 
toW  ilinarary  ate  dectassified 
whan  It  is  determined  to  be 
necessary  to  release  such 
Mormation. 

1.  In  the  event  of  an 
operational  exigertcy,  e.g., 
vehicle  accident  or 


U. 


CNSI— May  be 
dedassl^  after 
arrival  of  shipment  at 
final  destinalion 
provided  neither 
classified  shipping 
patterns  nor  other 
informalion  oiasaified 
tyy  this  guide  is 
revealed. 


commurtications  failure, 
when  cleared 
commuNcHooe  faofiWIea 
are  unavallabla. 

2.  In  those  coses  whan  fits 
determined  to  be 
necessary  to  advise  state 
or  local  tow  enfotcameid 
agencies  regarding  the 
movement  of  the  shipcneal 
through  areas  under  tttalr 
jurisdidiorL 

330  SECOM  (Secure 
Coremunicetiena)  Operafiona. 

331  Thefactof  etostenoeof  U. 

SECOM  System  arxl  a 
general  deaoripfion  of  the 
operation. 

332  A  general  description  «f  U. 
the  SECOM  equipm^  and 
SECOM  Control  Center. 

But  see  Topics  334  and  337. 

333  Operating  procedures. 

333.1  Base  Station  CNSI— Oeolassified  at 

Operating  Procedures.  the  end  el  6  years. 

3332  General  Mobile  U 

Operating  Procedures. 

But  See  Topics  333.3  and  834. 

333.3  Appendices  to  CNSI**— Review  for 

General  Operating  declassification  at  the 

Procedures  that  concern  end  of  7  years, 
the  security/safeguards  of 
shipments. 

334  Detailed  desrxiptton  of. 

334.1  Operation  and  ONSI**  Review  for 

equipmiMO.  declassification  at  the 

end  of  7  years. 

334.2  Checkpoint  System....  CNSI**— Review  for 

declassification  at  the 

end  r>f  7  years. 

334.3  Authentication  CNST*— Review  for 

System.  declassification  at  the 

end  of  7  years. 

335  Emergency  Response  CNSI**— Review  for 

Procedures.  declassification  at  the 

,  end  of  7  years. 

336  Authenticator  Usts _  CNST*— Dectassified  at 

the  end  of  6  years 
'  (see  Topic  336.2). 

336.1  Beftrre  use. 

3362  Alter  use,  if  U. 

information  relevanito 
subsequent  use  is  not 
reveal^. 

337  Maps  showing  in-transit  CNSI— Maps  become 

locations  of  shipments.  declassified  after 

removal  of  in-transil 

locations. 

338  Records. 

338.1  Voice  Recordings .  U. 

338.2  SECOM  station  logs..  U-SNSI. 

Classification  of  the  station  log  depends  upon  the  level  and 

duration  of  classification  of  the  information  entered  in  the  log. 

339  Software  and  Software 
Documentation  (guidanoe  lor 
specific  program  to  be 
kjenMied  as  developed). 

Classification  level  and  duration  depends  upon  what  infor¬ 
mation,  covered  by  other  topics  in  this  guide,  is  revealed. 

340  Inter-Vehicle 
Communications. 

341*  Fact  of  radio  U. 

communications  and  the 
radio  frequencies  used 
between  SSNM  vehicle  and 
escort  vehicles. 

Elaboration  iruy  be  classified. 

342  Communications  0. 

procoduraa  and  system 
information  not  revealing 
information  dassifiad  by 
other  topics  of  this  guide. 


‘‘Individual  items  of  information  ix)t  revealing  (1)  significant 
information  concerning  the  (a)  security  protection,  (b)  the  dis- 
positioo.  armament,  or  planned  response  of  secu%  forces  or 
(2)  information  classified  under  other  topics  of  this  guide  or 
other  applicable  guides  should  be  submitted  through  channels 
to  the  NRC  Division  of  Security,  for  possibte  dectassificatioa 
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350  Communications  Equipment  U. 

Per  Se. 

360  Information  Concerning  .•(  U. 

Communications  Systems 
Procedures  and  Equipment  > 
which  Aitor  be  exctwiged  wW> 

Local  Law  Enforcement 
AgecK^es  ProvMng  it  CX>es  not 
Reveal  Information  Contained 
in  the  Physical  Security  Plaa 
370  Ckiard  Organization  And 
Capabilities. 

371  The  fact  that  armed  U. 

guards  accompany  special 
nuclear  materW  shipment 

372  The  total  number  of  CNSI — Review  for 

guards  that  accompany  a  declassification  at  the 
particular  shipment  end  of  7  years. 

373  Contingency  plans  for  CNSI— Review  for 

safeguarding  enroute  declassification  at  the 

shipments,  e.g.,  disposition,  end  of  7  years, 
armament  or  planned 

response  of  security  forces 

374  Arrangements  with  local  U. 

law  enforcement  agencies. 

380  Secure  Transport  Vehicles 
381  Fact  of  existence  of  such  U. 
vehicles,  e.g..  Safe  Secure 
ATMX  Car,  and  Special 
Nuclear  Material  Vehicles 
(SNMVs)  and  commercial 
vehicles  designed  to  carry 
and  safeguard  SSNM. 

382  General  description  of  U. 

purpose  and  function,  e.g.,  to 
redMe  the  vulnerability  of 
shipment  to  diversion  andto 
deter  unauthorized  access  to 
transported  cargo. 

383  Visual  access  to  vehicle  U. 
exterior. 

384  Visual  access  to  vehicle  U. 

cargo  compartment,  provided 
information  classified  by 

other  topics  of  this  guide  is 
not  revealed. 

385  Fact  of  use  of  specific  U-CNSI— Review  for 

passive  or  active  protection  declassification  at  the 

features.  end  of  7  years. 

Fact  of  use  of  armor  plate,  bullet  resistant  glass,  foam,  and 
brake  locking  is  unclassified. 

388  Design  details  of  passive  CNSI— Review  for 
<x  active  protection.  declassification  at  the 

end  of  7  years. 

400  Safeguards  Artafyses  and 
Plans. 

410  Diversioo  or  Sabotage  C-SNSI— Review  for 

Vulnerability  Studies.  declassification  at  the 

end  of  7  years. 

41 1  Site-specific  or  route  C-SNSI**— Review  for 

specific  scenarios  for  theft  declassification  at  the 
diversion  or  sabotage.  end  of  7  years. 

Secret  if  significant  vulnerability  is  revealed,  e.g.,  degree  of 
seriousness  or  explicit  means  of  penetrating  security  dp- 
fensee  are  disclosed. 

412  Evaluations  of  scenarios  C-SNSI**— Review  for 

for  theft,  diversion  or  declassification  at  the 

sabotage.  end  of  7  years. 

Secret  if  significant  vulnerability  is  revealed,  e.g.,  degree  of 
seriousness  or  explicit  means  of  penetrating  security  de¬ 
fenses  are  disclosed. 

413  Site-specific  or  route  C-SNSI** — Review  for 

specific  diversion  path  or  declassification  at  the 
vulnerability  analy^.  end  of  7  years. 

Secret  if  significant  vulnerability  is  revealed,  e.g.,  degree  of 
seriousrress  or  explicit  means  of  perretrating  security  de¬ 
fenses  is  disclosed. 

414  Diversion  path  or  U. 

vulnerability  analysis 
methodology,  e.g.,  general 
techniques  (fault  tree,  event 
tree,  systems  analysis,  etc.). 

420  Plans  for  Response  To  C-SNSI**— Review  for 

Threats.  ,  declassification  at  the 

end  of  7  years. 

Secret  if  significant  vulnerability  is  revealed,  e.g.,  de^ee  of 
seriousnesa  or  explicit  means  of  penetrating  security  de- 
'fenses  is  disclosed. 

421  Fact  that  currant  NRC  U.  ' 

regulations  are  intended  to 
cover  a  threat  of  several 
people. 


422  Vulnerabilities  Of  specific  C-SNSI**— Review  for 

fadltties.  declassification  at  the 

I  end  of  7  years. 

'  Secret  if  significant  vulnerability  is  revealed,  e.g.,  degree  of 
seriouaness  or  explicit  means  of  penetrating  security  de¬ 
fenses. 

423  Threat  Levels. . 

423.1  Specific  threat  levels  C-SNSI**— Review  for 

against  which  the  NRC  declassification  at  the 

licensees  can  or  cannot  endofTyears. 

protect 

423.2  Threat  levels  against  C-SNSI— Review  for 

which  NRC  licensees  declassification  at  the 

intend  to  protect  in  the  endofTyears. 

future. 

Mote.— The  threat  level  of  one  internal  employee  and  an  ex¬ 
ternal  threat  of  three  Irxlividuals  in  unclassified.  Also  the 
threat  level  specified  in  10  CFR  73.55  and  the  Upgrade  Rule 
is  undassified. 

423.3  External  and  internal  C-SNSI— Review  foP 

threat  levels  which  are  declassification  at  the 

used  as  part  of  a  endof7years. 

sensitivity  analysis  of  a 

security  system  to  threats 
in  that  system. 

500  Safeguards  Research, 

Development,  Test,  and  • 

Evahjadon  IRDTAEy. 

510'  Generic  Functions.  General  U. 

Performance  Characteristics, 
and  General  Applications  of 
Materials,  Equipment 
Processes,  and  Coni^tual 
Studies  in  RDT&E  for  New  or 
Improved  Safeguards,  Provided 
Information  Classified  by  Other 
Topics  in  This  Guide  is  Not 
Revealed. 

520  Conceptual  Studies  for  a  U. 

Genetic  Facility  or  Site.  The 
Objectives,  Capabilities,  and 
Applications  for  an  Entire  Site 
Seojrity  System. 

530  Evaluations  of  Commerical  U. 
or  Commerically  Developed 
Equipment  Whi^  has 
Undergone  or  is  Undergoing 
Laboratory  Testing. 

But  see  Topics  214,  222,  224,  231,  241,  410. 

540  Specific  Performance 
Capabilities  or  Vulnerabilities  of 
Systems,  Subsystems, 

Materials.  Equipment  or 
Processes  in  RDT&E  for  New 
or  Improved  Safeguards. 

541  Information  revealing  a  CNSI— Review  for 

vulnerability  which  would  declassification  at  the 

signilicantly  assist  the  by-  endofTyears. 

pass  or  defeat  of  the 

integrated  safeguards  system 
actually  instaPed  (or  planned 
to  be  installed)  at  a  specific 
facility  or  in  the 
transrxxtation  system. 

542  Information  about  a  CNSI— Review  for 

characteristic  or  feature  that  declassification  at  the 
meets  all  of  the  following  ervl  of  7  years, 
critetia:  (1)  it  would 

significantty  delay  the  by¬ 
pass  or  defeat  of  an 
operational  application,  and 
(2)  its  presence  in  an 
operation  configuration  and 
application  would  not  be 
reasonably  expected  or 
predfoted. 

550  Hardware  is  Classified  in 
Accordance  With  the 
Information  It  Reveals. 


**lndNidual  items  of  information  not  revealing  (1)  significant 
information  concerning  the  (a)  security  protection,  (b)  the  dis¬ 
position,  armament  or  planned  response  of  security  forces  or 
(2)  information  classified  under  other  topics  of  this  guide  or 
other  applicable  guides  should  be  submitted  through  channels 
to  the  NRC  Division  of  Security,  for  possfole  declassification. 


Dated  at  Washington,  DC  this  26th  day  of 
February  1980. 

For  the  U.S.  Nuclear  Regulatory 
Conunission. 

Samuel  J.  Chilk 
Secretary  of  the  Commission, 
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